OEJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJUKETHOE OBPA30BATEJIBHOE
YYPEXJAEHUE JOIIOJIHUTEJIBHOI'O ITIPO®ECCHUOHAJIBHOI'O OGPA3OBAHUA
«AKAILEMUA JIMAEPCTBA 1 AIMUHUCTPUPOBAHUA BU3HEC-ITPOLIECCOB
OHC POCCHUHU — BOJIT'A»

Y1Bepx a0

[okyMeHT nognuncaH aneKkTPOHHOW NOANUCHIO
Benskos Hukonan ®epoposuy

Pektop
47C188C83B47230A108583F977487307
Cpok gencteusi ¢ 15.01.2024 go 09.04.2025
YL: KasHauverctBo Poccum

MoanucaHo: 02.04.2024 11:40 (UTC+3)

JOITOJIHUTEJIbHAS ITPO®ECCHUOHAJIBHAS ITPOTPAMMA
«3ammTa nHGOpMALNH C UCIO0JIb30BAHHEM 0TE€YECTBEHHOT0 IPOTPAMMHOI0
odecrmeyeHUA»

10 MOBBILIEHUIO KBATU(PUKALMH (PeepaTbHbIX TOCYAAPCTBEHHBIX TPAXKIAHCKUX
CITy KalluX

(00bemM 54 yaca)

Paccmotpena

Ha 3aceaHnu Kadeapsl
nH(OPMAIIMOHHON OE30MTaCHOCTH
[Tpotoxon Ne 1 ot 29.01.2024

Hwxuuit Hosroponx — 2024



OrnaBnenue
BBEJIEHUE ... ..o s 3
Lenp peanu3anuy TPOrPaMMBbI TOBBIIECHUS KBATHDUKALIIH ....ccuvvrvvenierrinieesieereseesieessesnesneesneens 4
TpeboBaHUs K KBATM(PUKAIIUH TOCTYIMAFOIIETO HA OOYICHIE. .vveevvrreireesirressiieesireessisessnsnesssneens 4
[TNTAHUPYEMBIE PE3YJIBTATBI OBYUEHMS .......oooiiiiiiiiiie s 4
VUEBHDBIM TITAH ...ttt 6
KAJIEHJAPHBIA YUEBHBIA TPADHUK .......cvoviviriirniesererensesssssssssssesssssssessasssesssssssssssssees 7
PABOYUE ITPOT'PAMMBI JUCHUIIIMH (MOIYJIEH).......cocviveieicieeieceiese e 8
[IpaBoBBIEC M1 OpPraHU3AIIMOHHBIE OCHOBBI 3AITHTHI HHOOPMAIIHH .....vevveeeieenresieesieesre e seeenneans 8
23170 <) 5 07 (T 8
Lenu, 3a1a4n 1 MeCcTO yU4eOHOM TUCIMITIIMHBI B IPOIECCE TOBBIIICHHUS KBATU(PUKAIHH .......... 8
[TaHUPYEMBIC PEIYIIBTATBI OOYUCHIIS ..vvvvevveeessreeessteesssreessssessssseessssesssssesssssesssssesssssesssssessnseeens 8
Pe(hePATUBHOEC OTTHCAHIE TEM ....ccuvivveiiasrisieetiasriaieesieessesieesbe e sseesbe s e sseesbe e b sseesbeesneeseeaneene e 9
TTPAKTHUCCKIE BATIAHMS ... vveiuvveeisrreesstesesstesessteessssesssssesssssesssssesssssesssssesssssesssssssssesssssessnssessnsens 10
METOAMYCCKIE PEKOMEHIAIIHF ... ...veevveseesreesresseesseassesseeseassesseesseasseabeeseansesseesnessneaseennesnnenneas 10
CIIHCOK JTUTEDATYPDI ...uvveueearieessreateessseasseessseassesasseasseeasseassesasseesseeanseeasesanneesseesnneessneanseessnesnnes 12
Crioco6bl 1 cpencTBa 3aluThl MHPOPMAIIUU € UCTIOIH30BAHUEM OTECYECTBEHHOTO
IIPOTPAMMHOTO OOCCTIEUCHUS ....vveesereesreessreasseessreasseessneasseessneasnesasseesneessneeasesanneesneeanneesneeennee e 13
23300 (<) 5 04 (ST TR 13
enu, 3a1aun 1 MecTO yueOHOW JUCIMILIMHBL B IPOLIECCE MOBBIILIEHUS KBAIM(DUKALINH ....... 13
[TIaHUPYEMBIE PE3YTBTATBI OOYUCHIIS .. cuvveerreesreateesireaseessneasseeasseessesssseessessseeessesaseesseesnseeses 13
Pe(hepaATHBHOEC OITHCAHIE TEM .......eevieueiiieeieairesieesiease st e bt assesse et aseesbe e b s e sbe e e sseesbeennesnnenne s 15
TTPAKTHUCCKIE BATIAHMS ... vveiuvveessvrtesstesesstesessseessssesssssesssssesssssesssssesssssesssssesssssesasssessssessnssessnsens 17
METOAMUCCKIE PEKOMEHIIAIIMF .....svevveteesteesresseesseassesseeseassesssesseasseabeeseansesseesseasnesneennesnnenneas 18
CITHCOK JTUTEDATYPDI «..uvveueeesteessreateessseesseessseassesasstasseeasseassesasseesseeanseeasesanseesseeanreesseeanseesnnesnnes 20
KoHTponb cocTOsTHUS TEXHUYECKOH 3aInThl HHPOPMAITUH OT HECAHKIITHOHHPOBAHHOTO
D1 (014 1% 1 ;PO TP P PP PPRRT 20
33211 (=) & 0 (R 20
Ienu, 3a1aun 1 MecTO yueOHOM TUCHUIUIMHBI B IPOIIECcCe MOBBIICHNUS KBATU(PHUKALNH ....... 21
[17aHUPYEMBIE PE3YTBTATBI OOYUCHHMS ...envvenreeireasreesireaseessneesseesnneesnesssneessesssneenneeaneesneeeneenes 21
PEDQEPATUBHOE OITMCAHUME TEM .....cooiiiiiiiiiiiiic e 23
TIPAKTHUECKIE BAMAHMS . ... veeeeeenieeseeeereesseeassee s e e e s e e s e smn e e me e snn e e neeas e e nn e e snn e e nmeeanneenneeennee e 23
METOAMUECKUE PEKOMEHIALIMIM «....vvveestetessteeesuteeessseeassseessssesessseesassesabse e e bbeeabne e s bneeabneeanneas 24
L0005 (61030 14 4] 0121 17 o) 5 OO PRTR 25
OPTAHU3ALIMOHHO-TIEJATOI'MYECKHUE YCIIOBUS ..o, 27
DOPMBI ATTECTALI ......c.oooiiiiiiteeeese ettt b et ne e 30
OLIEHOYHBIE MATEPHAIJIBL .......cciiiiiiiiii e 31
[TepedeHb BOPOCOB, BEIHOCHUMBIX HA IKBAMEH ......vveuvirresteestesseesteassesssesseesesssesseessessnesseensessensens 31

IIPHMEPBI TECTOBBIX BOTIPOCOB. ... ccuveieriesresssriessesssseessesasseessessssesssesssssesbessaseesbesssnsesresssneesnesasnee e 32



3
BBEJAEHUE

[Iporpamma moBbIICHUS — KBajduukamuu  «3ammra HUHPOpMAUUU €
UCIOJIb30BAaHUEM OTEUYECTBEHHOI'O MPOrpaMMHOr0 oOecrnedeHus» paszpaboTaHa ¢
y4eTOM TpeOOBaHUIA:

- ®epnepanpHoro 3akoHa oT 29 gekabps 2012 rtoma No 273-03
«O0 oOpazoBanuu B Poccuiickoit deaepanumny;

- [TocranoBnenus IIpaBurensctBa Poccuiickoit @enepanmu ot 6 Mas 2012 roxa
Ne 399 «0O6 opranuzanuyd TOBBIIICHUS  KBaNU(UKALWK  CHEIHAIKCTOB
Mo 3amure WHOOPMALUK U JOJHKHOCTHBIX JIMIl, OTBETCTBEHHBIX 32 OPTraHU3AIIMIO
3aUThl UHQOpPMAlMM B OpPraHax TOCYIapCTBEHHOM BJIACTH, OpraHaXx MECTHOTO
CaMOYIIPaBJICHUs, OPraHU3aIUAX C TOCYJAPCTBEHHBIM yYacTHUEM M OpraHU3aIHsX
00OpPOHHO-TIPOMBIIIIIEHHOTO KOMIUIEKCAY;

- IlocranoBnenust IlpaButensctBa P® ot 3 HosOps 1994 r. Ne 1233
"O06 yrBepxaenuu [Tonoxxenus o nopsake oopanieHus co cyeOHoil nadopmanuen
OTPAaHUYEHHOTO pAaclpoCTpaHeHHs] B (enepalibHbIX OpraHax HCIOJIHUTEIbHON
BJIACTH, YIIOJJHOMOYEHHOM OpraHe yIpaBJi€HUS MCIOJb30BAHUEM aTOMHON 3HEPIUU
u YIIOJTHOMOYEHHOM oprase 10 KOCMHYECKOMN NEeATEIbHOCTH"
[B pen. moctanoBieHuii [IpaButenbctBa Poccmiickoit ®eneparuu ot 20.07.2012
Ne 740, o1 20.02.2016 Ne 123, ot 18.03.2016 Ne 214];

- Ilpuxaza MuHuctepcTBa Haykd M BbIcliero oOpa3zoBaHus Poccuiickoit
®enepanuu ot 19 okTsa6pst 2020 r. Ne 1316 «O0 yTBep:kAeHUH NOPSAAKA pa3padOTKU
JOTOJHUTENbHBIX  MPO(ECCUOHANBHBIX MPOrpaMM, COJEpXKAIIMX  CBEIACHUS,
COCTABJISIFOLIME TOCYAAPCTBEHHYIO TailHy, U JTOMOJHUTEIBHBIX MPOPECCUOHATBHBIX
nporpamMm B 00s1acTi UHGOPMAIMOHHON OE301TaCHOCTH;

- Ilpukaza MunuctepcTtBa oOpazoBanusi U Hayku Poccuiickoit deneparmu
or 1 wurons 2013 1. No 499 «llopsgok opraHu3alii W OCYLIECTBICHUS
0o0pa30BaTeNbHON  JAESATENIBHOCTH 1O  JOIMOJIHUTENbHBIM  NMPOQECCHOHATbHBIM
nporpaMmamy;

- Ilpukaza Muntpynaa Poccun ot 14.09.2022 Ne 536H "OO6 yTBepkKACHHUH
npodeccuonansHoro crangapra "Coenuanuct To 3amuTe UHpopMmanuu B
TEJICKOMMYHHUKAIIMOHHBIX cucTteMax u cersax" (3apeructpupoBaHo B MuHIOCTE
Poccun 18.10.2022 Ne 70596);

- Ilpukaza Muntpynga Poccun ot 14.09.2022 Ne 533u "OG6 yTBepkACHHUH
npodeccuoHanbHoro crangapta "Crnenuanuct Mo 0e30MacHOCTH KOMITBIOTEPHBIX
cucteM U ceteit" (3apeructpupoBano B Munrocte Poccun 14.10.2022 Ne 70515);

- Ilpukaza Muntpynga Poccun ot 14.09.2022 Ne 5251 "OO6 yTBepxkaeHUU
npodeccuoHanbHOro craHjgapra "Chnenuaadct 1o 3almMTe HUHpOpMaluu B
aBTOMATH3UPOBaHHBIX cuctemax" (3apeructpupoBano B Muniocte Poccun
14.10.2022 Ne 70543);

- IIpukaza Muntpynga Poccun ot 09.08.2022 Ne 474m "OO6 yTBepkKACHHUH
npodeccHoHalbHOrO  cTapjgapra "CHenpaJMcT 1O  TEXHHYECKOM  3aIuTe
uHpopmanun" (3apeructpupoBaHo B Muntocte Poccun 09.09.2022 Ne 70015).

Br160p TeM nmporpamMmbl ¥ €T0 OCHOBHOTO COACPKAHUS IPOU3BEACH C YUIETOM
oOecrneveHns MPeeMCTBEHHOCTH K TOCYIapCTBEHHOMY 00pa30BaTeIbHOMY CTaHJapTy



4

BBICIIIETO  MPO(GECCHOHATBHOTO  00pa30BaHUS  HAMPABICHWNW  TOATOTOBKH
«udopmanronnas 6e3omacHoCTh» (YypoBeHb OakanmaBpuar) - [Ipukaz MuHoOpHayKu
Poccun ot 17.11.2020 Ne1427.

Hean peanu3zannu nporpaMmbl NOBbINIEHUS] KBATH(UKATNT

Llenpto peanu3aluyl MPOTPAMMBI  TOBBIIICHUS KBAIU(UKAIUN  SIBISETCS
COBEpIIICHCTBOBAHUE KOMTICTCHIIHIH, HEOOXOIUMBIX ISt MOBBIIICHUS
po(hecCHOHANFHOTO YPOBHS B paMKaX MMEIOLIEHCS KBanu(pUKalUU CIIEUATICTOB
(BKITFOYAsl TOCYNAPCTBEHHBIX TPAXKIAHCKUX CITY)KAIIKUX), paOOTaoMIUX B OOJIACTH
3amuThl UHGopMaruu B uHpopmamnoHHbix cucremax (MC) u mHbopMannoHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETAX (Janee — oOydaromuecs), B YaCTH UCIOIb30BAHUS
CIOCOO0OB M CPENCTB 3aIIMThl MH(OPMALMKU OT HECAaHKIIMOHUPOBAHHOIO JOCTYIA
(HCD.

OOyuaromuecs 1O NOporpaMMe MOBBILIEHUS KBAJIM(UKALUA TOTOBATCS
K OCYLIECTBICHHMIO CIIEAYIOIIEro BUAA NPOPECCHOHATIBHOU  JEATEIbHOCTH:

OKCILTyaTalluOHHAaA.
OOBexTaMu HpO(l)CCCI/IOHEUIBHOf/'I ACATCIIBHOCTHU 06yqa}oumxc;l SIBIISIFOTCHL.
O0OBEKTBI I/IH(l)OpMaTI/BaI_[I/II/I, BKJIIOYAKOIHUe ABTOMATU3UPOBAHHLIC

(MHpOpPMALIMOHHBIE) CHUCTEMBl pA3JIMYHOTO YPOBHS M Ha3HA4Y€HHMs, CPEACTBA
Y CUCTEMBI 00pabOTKU MH(POPMALIU U CPEICTB UX 00ECIICUCHHUS;

yIPO3bI 0e301acHOCTH uH(popmanun B ABTOMAaTU3HPOBAHHBIX
(MHpOPMALIMOHHBIX) CUCTEMAX;

criocoObl U cpeacTBa 3anuThl nHbopmanuu (31) B UC;

CUCTEMA HOPMATUBHBIX IPAaBOBBIX aKTOB, METOJUYECKHX JIOKYMEHTOB
Y HAllMOHAJIbHBIX CTaHAAapTOB B obsactu 3U.

3anagamu MpoeccCUOHANBbHOMN 1eATEIbHOCTH 00yUYaIOIIUXCS SBIISIOTCS

a) B 9KCIUTyaTal[HOHHOM JIeSITeIbHOCTH

obecrieuenne 3 B UC ¢ wncnonp3oBanuem otedectseHHoro 110 B xoze
AKCIUTyaTallii 00BEKTOB MH(OpMATU3ALINH;

obecnieuenue 31 B MIC ¢ ucnonp3oBanuem oreyectBeHHOro 1O mpu BeiBOzE
13 DKCIUTyaTallud 00BEKTOB HH(OpMATH3AIUH.

TpeOoBanus K KBaIM(PUKALMH MOCTYNAONIET0 HA 00y4YeHue

VYpoBeHb oOpa3oBaHMs JMIA, MOCTYNAOIIEro Ha OOydYeHHe — BbICIEE
oOpa3oBaHH€ IO HaIPaBJICHUIO TMOJATOTOBKMU (CHELMaIbHOCTH) B  0OJACTH
nH(OpMaAIMOHHOW  0e30macHOCTH, Tpo(deccroHanbHas TEePernoAroToBKa IS
BBITIOJTHEHHUS HOBOT'O BH/1a PO ECCHOHATBHOMN IEATENBHOCTH « TexXHudIecKas 3ammuTa
uHdopMaIuny», WM MHOE BbIcIIee OOpa3oBaHME M CTaXX pPabOThl B 00JacTH
TEXHUYECKOM 3anuThl HHGOpMaluu He MeHee | ropa.

IIJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHUSA

I[poriecc OCBOCHUST 00YYAIOLMUMHUCS TPOTPAMMBI TIOBBIIICHHUS KBATU(PUKAIIMH
HarpaBJIeH Ha COBEPIIICHCTBOBAHUE CIICAYIONIMX KOMITCTEHIIHA:
a) o0menpohecCuOHATBHBIX:
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CHOCOOHOCTh HCIIOJIb30BaTh HOPMATHBHBIE IMPAaBOBBIE AKThI, METOJUYECKHE
JOKYMEHTBI, HaIMOHAJIbHBIE M MEXIyHApoAHbIe CcTaHAapThl B oOmactu 3U
u obOecrnieueHuss 0e30MacHOCTH HMHGPOPMAIMOHHBIX TEXHOJOTMH B  CBOEH
npodeccroHanbHOM 1eITebHOCTH,

CIIOCOOHOCTh OMpENeNsTh BUIBI U (QopMbl MH(DOpMAIUHU, MOABEPKEHHON
yrpo3aM, BO3MOKHBIE METOJIBI M IIyTH pPEaIu3alld Yrpo3 Ha OCHOBE aHaIM3a
CTPYKTYpPbl M COJAEpXKaHUs HHPOPMALMOHHBIX MPOIECCOB OpraHU3aIiu, Ieneu
Y 33J1a4 JIeSITeIbHOCTH OOBEKTA 3aIMTHI;

CIOCOOHOCTh HCIIONB30BaTh JOCTIKEHUS HAyKH M TeXHUKU B oOmactu 3U,
MOJIb30BAaTbCA pe(epaTUBHBIMU U  CIIPABOYHO-MH(POPMAIIMOHHBIMHU  W3/IaHUSIMU
B oOJractu 3U,

0) npodecCUOHAIbHBIX:

B AKCIUTyaTal[AOHHOW JEeSTEIbHOCTHU:

cnocobHocTh obecnieunBath 31 B UC ¢ ucnonbs3zoBanuem oreduectBeHHOro [10
B XOJI€ 9KCIUTyaTalluu 00bEKTOB MHPOpPMATU3ALHH;

cnocobHocTh obecnieunBath 31 B UC ¢ ucnonbs3zoBanuem oreuectBeHHOro [10
IPU BBIBOJIE U3 KCIUTyaTallul 00bEKTOB HH(OPMATU3ALINH.

B pesympraTe OCBOEHMS MpOTrpamMMbl  MOBBIILIEHUS  KBaJU(UKALUH,
oOyuaronuecs: JODKHBI MOJIyYNUTh 3HAHMS, YMEHHUS U HaBBIKH, OOECIEUMBAOIINE
COBEPILECHCTBOBAHUE KOMIIETCHIUH.

[lepeuenb 3HaHWN, YMEHUH W HABBIKOB (OpMHUpYEeTCd HAa OCHOBE
HIKEITPUBEIEHHOTO CIIUCKA.

OOyuaronuecs T0KHbI:

a) 3HATh:

HOpMaTWBHBIE TNpaBOBble akThl Poccuiickonn denepanny, HOpPMaTHUBHBIC
Y METOJAMYECKHUE IOKYMEHTHI B 001acTH 3auThl nH(opmauu B UC;

OCHOBHBIE MOHATHS B 00sactu 3U;

CUCTEMY OpraHu3alliy 3alMThl HH(OpMalMM, AECUCTBYIOUIEH B oOpraHe
rocyJapCTBEHHOW BJIACTH, OPTaHU3ALNY;

OCHOBBI MeTojosiorun u meroauku nposeneHus T3 or HCJ B oprane
rocyJapCTBEHHOW BJIACTH, OPTaHU3ALINY;

MPOIICAYPHl BBISABICHUS yIrpo3 Oe3omacHOCTH HHGOpMAIMU Ha O0OBEKTax
nH(pOpMaTH3aINH, OpTaHU3AIIHH;

obuue TpedoBanus no 3amure nugopmanuu or HCJl B AC (MC), TpeboBanus
Y PEKOMEHJIAINU TI0 3alUuTe 00bEKTOB HHPOPMATH3ALINH;

Mepsl U cpeactsa 3amuThl nHGopmanuu or HCJl B AC (UC);

TpeboBanus K cpenctsam 3anuTsl nHGopmanuu or HCI B AC (UC);

npaBuia pa3pabOTKH, YTBEPKACHHUS, OOOCHOBAHHUS M OTMEHBI JIOKYMEHTOB
B oOmactu 3U;

LEIH, 3aJla4yd, OCHOBHBIE NPHUHIMIBI OpraHU3allHd, METOJAbl U CPEIACTBA
BEJCHHUSI KOHTPOJSI COCTOSIHUSL — 3aIMIIEHHOCTH HMHQOpMAalMK B  OpraHe
rocyJapCTBEHHOM BJIACTH, OPTaHU3ALINY;

OpsAA0K 0hOPMIIEHUS TEXHUUECKOW JOKYMEHTAIINH 110 3aIUTe HH(OpMaIny;

0) yMeTh:

aHaAJIM3UPOBATh YTPO3bl O€30MACHOCTH UH(POPMALINH;
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IPOBOAUTH 0OOCHOBaHHME BHIOOpPA COBPEMEHHBIX CIIOCOOOB U CPEICTB 3AIIUTHI
uHpopmaiuu, npumensemsix B AC (UC);

MPOBOJUTH MeponpusaTus 1o 3amute nHpopmaruu B AC (UC);

yCTaHaBJIMBATh, IPUMEHATh U HACTPaUBaTh OTE€UECTBEHHBIC CPEACTBA 3AIIUTHI
uHpopmaruu, npumensiemsie B AC (MC);

OCYUIECTBJISTh  MPOBEPKY  BBIMIOJHEHHS  TPEOOBAaHMM  HOPMATUBHBIX
nokyMeHTOB 1o 3amute uHpopmaruu B AC (UC);

OCYIIECTBISATh KOHTPOJIb 3auuiménnoctu napopmanuu or HC/J;

POBOAUTH Pa0dOTHI O KJIacCU(PHUKAIINH 3aLTUIIIEHHOCTH aBTOMAaTU3UPOBAHHBIX
(uadopmarnmonnsix) cucreM ot HCJI x undopmaruy;

IPUMEHSATH HA IPAKTUKE MOJIOXKEHUS HOPMATHUBHBIX JOKYMEHTOB B yactu T3U
or HCJI;

B) BJIaJICTh HABBIKAMM:

paboTbl ¢  HOPMATHBHBIMH  TPABOBBIMHU  aKTaMH, METOJAMYECKUMU
JIOKyMEHTaMU, HAIIMOHAJILHBIMU ¥ MEXIYHAPOIHBIMU CTaHAapTaMu B obnactu 3U;

pa3paboOTKu HEOOXOJIMMBIX JOKYMEHTOB B MHTEpecax OpraHuzauuu padboT
o 3amure uapopmanuu ot HC/I;

poBeIeHUsI padboT, cBsi3aHHbIX ¢ 3amuToi nHbopmanmu B AC (UC);

YCTaHOBKH, IEPBUYHON HACTPOMKH KOMIIOHEHTOB OTEYECTBEHHBIX CPEJICTB
3amuThl nHGopMmarmu (C3U) moBepeHHOM 3arpy3KH U pa3rpaHUICHUs IOCTYIIA;

HACTPOWKM M  HUCIOJIb30BAHUS  OCHOBHBIX  3alIUTHBIX  MEXaHU3MOB,
peaT30BaHHBIX B OTEYECTBEHHBIX ONEPALMOHHBIX CHCTEMAX;

pasrpaHu4eHMsl TpaB IMOJIb30oBaTelel B 0a3e JaHHBIX OTEYECTBEHHOTO
ITPOU3BOJICTBA, HACTPOMKE OrPAHUYEHUM, IPABUJI U TPUTTEPOB;

YCTAHOBKHM, HACTpOMKM u aamuHuctpupoBanuss C3M oredecTBEHHOrO
MIPOU3BOJICTBA B KOMITBIOTEPHBIX CETSX;

BBISIBJICHUS YIrpo3 0€30MacHOCTH HH(OpMaAlMd B aBTOMAaTHU3UPOBAHHBIX
(MHGOPMAIIMOHHBIX ) CUCTEMAX;

ydacTusi B pa3pabOTKe OpraHU3alMOHHBIX M TEXHUYECKUX MEPONPUSTHIMA
no 3amure 00bekToB uWHGMopmatusauuu ot HCJl x wuHbOpMammu, KOHTPOJIS
WX BBITIOJTHEHHUS;

MPOBEICHUSI padOT MO KOHTPOJIIO 3amuiieHHocTr nuapopmanmu ot HCJI.

YUYEBHBIN ILIAH

JOTIOTHUTEIBHON MPO(heCCHOHATTBHOM MPOrpaMMBbl
«3ammTa HHGPOPMALMH € HCIIOJIb30BAHUEM 0TE4eCTBEHHOI0 IPOrpaMMHOI0
odecrneyeHus»

110 NOBbIMEHUI0 KBAJINPUKALMHU (eepalbHbIX TOCYAAPCTBEHHBIX I'PAKIAHCKUX
CIIYKALUX

Hean:  Cosepuiencmeosanue u (unu) noayyeHue HO80U KOMHEmMeHyul, HeooXo0UMoll Oisl
npogeccuoHanvbHol 0esimeIbHOCU, ¢ Y4emoM UsMeHeHUll 8 3aKOHo0amenbcmae,
HOPpMAMUBHLIX AKMAX U NPOCPAMMHOM 0becneyeHuu, ucnoavsyemom ¢ ®°HC Poccuu,
U (Unu) nosvluieHUs NPoGeccUuoHaIbHO20 YPOBHS 8 PAMKAX UMeloujelics
K8anupurayuy no 60npocam 3auumsl UHGopmMayuu om HecaHKYuoHUPOBAHHO20
00CMyNna ¢ UCNOIb308aHUEM OMEYECMBEHHO20 NPOSPAMMHO20 0becnedets.
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6edywas, cmapuias, Miaowas spynnvl O0IHCHOCMEU, Kame2opuu.:
PYKOGoOUmenu, cneyuaniucmol, obecneuusaoujue cneyuaiucmol

O4YHAA nymem Henocpe()cmeennoeo 83AUMOO0EUCEUS NeOA202UYECKO20

pabomuuka ¢ 0OYHUAIOWUMCA C  OMPbLIBOM  OM  UCHOJHEHUS
OO0JIDICHOCMHBIX — 00SI3AHHOCMEN  NO  3ameuaemol  OOJIHCHOCIU
20CY0apCmeenHol 2padcOAHCKOU CLyHCObL
IIpono/ukuteabHocTh 54 uaca
00yueHus:
Pesxxum 3aHsITHIL: 6-8 uacos 6 denw
KoJunuecTBo yacoB
Ne HaumeHoBaHue 110 BUJIAM 3aHATHI ®opma
MPOMEKYTOY
n/ pa3zesioB U NPaKTHYECKUE 3aHATHS .
Bcero | jekn HOH
n AUCHUNIAH caMocCTosTe b
UM | ayauTOpHBIE aTTecTamuu
Has pabora
[IpaBoBeIEe U
OpraHu3aIMOHHbBIE
1 |°P N 8 8 0 0 3auer
OCHOBBI 3aIIUTHI
nHpopmauu
Crnioco0sl 1 cpeacTna
3alUThl HH(GOPMAIHU
C MCIIOJIb30BAaHHEM
2 36 8 28 0 3a4er
OTEYECTBEHHOTO
MIPOrPaMMHOTO
obecrnieueHus
KonTposb cocrosaus
TEXHUYECKOH 3aIUThI
3 | mHbOpMAITUH OT 8 0 8 0 3a4eT
HECaHKIMOHUPOBAHH
OT0 JIOCTYyTIa
Hrorosast DKSAMCH B
2 2 ¢dopme
arrecranus TECTUPOBAHUA
UTOro 54 16 36 2
KAJIEHIAPHBIN YYEBHBIU I'PA®HUK
Cpok 00y4eHUs 110 TPOrpaMMe TTOBBIIIICHUS 1 5

KBaJ'II/I(I)I/IKaI_[I/II/I, HCACIN

Cpok 00yueHHs 110 IporpaMMe MOBBIIICHUS

KBaJIM(UKALMY, THU

Buasl 3aHsaTHH, IPEyCMOTPEHHBIE IIPOrPAMMON
MOBBIIICHHS KBATH(PHUKAIIIT

AK | A | AU

A- ayauTopHas ¥ caMOCTOsATEIbHAs paboTa
W — nrorosas arrecrarus

K — xaHHKyJIBI.
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PABOYUE IMTPOTPAMMBI JUCIIUILIAH (MOYJIEIT)

PABOYAS ITPOI'PAMMA TUCIUAITIMHBI

IIpaBoBbie M OpraHNU3alMOHHbIE OCHOBBI 3aIIUTHI HH(OPMALHT

BBenenue

Pabouas mporpaMMa IUCHUIUIMHBI pa3paboTaHa JjIsl MPOrpaMMbl MMOBBIIICHUS
kBaMpukanmnu «3ammTa  HUHQOpPMAIMU €  HCMHOJIB30BAaHUEM OTEYECTBEHHOTO
MIPOTrPaMMHOTr0 00ECIIEYEHUS».

B pesynbpraTe 0cBOEHUS JTAHHOU JUCLHMILUIMHBI TOCYAAPCTBEHHbBIE TPAYKIAHCKUE
ciyxaiue unenekuuii u ynpasienniit @®HC Poccuu coBepIieHCTBYIOT CBOU 3HAHUS
IIPaBOBBIX OCHOB 3aKOHOJATENbCTBA P®d, MO3BOJAIOMIKE CIEHUAINACTY IO 3aLIUTE
UHPOpMAIlMU OpPraHU30BaThb MEPONPUATUS 1O O00ECIEeYeHHI0 Oe30MacHOCTH
UH(POpPMAIIMU U TIPUMEHSATh B CBOEH JESITEIbHOCTHU IO JI0JKHOCTHBIM O0S3aHHOCTSIM
OTEUYECTBEHHOE IIPOrpaMMHOE 00€ecIIedeHHe JUIsl 3alluThl HH(OPMaLUK.

esnun, 32124 1 MeCTO Y4eOHOM JUCUUILJIMHBI B poIecce MOBbIIIEHMSI
KBAJIH(PUKAIIMA

[enb yueOHOM AUCIUIIIIMHBI — COBEPIIICHCTBOBAHUE U (MJIH) MOTYyYEHHUE HOBBIX
3HAHUW, YMEHUW W HAaBBIKOB CHEUUAIMCTAMU MO BOIPOCAM OPTraHU3alMOHHO-
paBoBbIX OCHOB B o0nactu T3KU.

3anaun yuyeOHOI JUCHMILIUHBI.

AKTyanu3anus 3HaHUM 0 1EeJsX, 3a/a4aX TeXHUUECKOM 3aiuThl HHPOpMaIuH,
€€ OCHOBHBIX HANpaBJIEHUSAX, COCTABE U CTPYKType [ 0CyaapCTBEHHOW CHCTEMBbI
3aIIUATHl THPOPMALIHH.

CoBepIieHCTBOBaHME 3HAHUN O BUJAX WH(DOpPMAIIMK OTPAHHUUYEHHOTO JOCTYyTa
no Poccuiickomy 3akoHogaTenbCcTBY. KakuMu HOpPMATUBHBIMU aKTaMH 3TO
3aKperyieHo?

CoBepIlIeHCTBOBAHKE 3HAHUHN O (DYHKIIMSX U TTOJTHOMOYHUSX TOCYAapCTBEHHBIX
peryiasTopoB B cdepe 3ammThl HUHPOpPMAIMK, O CHUCTEME NPOTUBOICHCTBUS
MHOCTPAHHBIM TEXHUYECKUM Pa3BEIKaM.

3akperuieHre 3HaHUM 00 OTBETCTBEHHOCTH 3a HapylleHue TpeOoBaHUM
3aKOHOJATEILCTBA O 3aIUTEe HH(HOPMAIIUH.

VYueOHas TUCHUIUIMHA SBJISETCS BBOJHOW B JIAHHYIO IIPOTrpaMMYy TOBBIIIIECHUS
KBaM(UKaUui. 3HAHUS, YMEHUS U HABBIKHU, MOJYYCHHBIC B PE3yJbTaTe WM3yUYCHHS
JAHHOW y4eOHOW JUCIMIUIMHBI, HUCIHOJIB3YIOTCS TPU HW3YYEHUH TMOCICAYIONUX
y4eOHBIX AUCHUIUIMH: «CrnocoObl M CpelIcTBa 3alluThl  MHOpPMALUM €
WCIIOJIb30BAaHUEM OTEYECTBEHHOTO MPOTrpaMMHOro obecrieueHus», «KoHTpob
COCTOSIHUSI TEXHMYECKOW 3amuThl HMHPOPMAIMA OT HECAaHKIIMOHUPOBAHHOTO
JOCTYTIa.

Ilnanupyembie pe3yabTaThl 00y4eHHA

B pesynbrare OCBOEHMS NHUCLMIUIMHBI OOYYarOIIMKCA JOJDKEH IOJTYYUTh
3HAaHUA, YMEHUS U HABBIKH, KOTOPHIE MO3BOJAT CPOPMHUPOBATH COOTBETCTBYIOLINE
KOMIIETEHIIMH 71l €r0 HOBOTO BUJAa NMPO(ECCHOHATBHON NesTenbHOCTH. lepeueHs
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Pa3BUBAaEMbIX M KOHTPOJIMPYEMBIX B 00pa30BaTEILHOM IPOIIECCEe 3HAHUN, YMEHUHN U
HABBIKOB (DOpMUpPYETCs Ha OCHOBE HIKETIPUBEIEHHOTO CITUCKA.

OOyyaromuics JOJKEH:

3HaTh:

HOPMAaTUBHBIE MPABOBBIE AKThI, METOAUYECKHE TOKYMEHTBI, MEXIYHAPOIHBIE
U HaIlMOHAJIbHBIE CTaHAAapThI B o0nacT 3U;

OCHOBBI (YHKIIMOHUpPOBaHMs rocynapctBeHHoi cuctemsl [IJI UTP u T3U,
reau u 3agaun T3KU;

BU/IbI KOH(HICeHIIMAIbHON uHdopmaIm, NEpEeYHU CBEJICHUI
KOH(DUIEHIIUATLHOTO XapaKTepa;

IPaBOBYIO OTBETCTBEHHOCTh 32 HAPYIICHHE TPEOOBAHUM 3aKOHOATENHCTBA O
3amure nHpopmauu

TUTIOBYIO CTPYKTYPY, 33/1a4d U MMOJHOMOYHS noapasaeinenus no T3U;

YMETh:

MPUMEHATh Ha TPaKTHUKE TpeOOBaHUSI HOPMATHBHBIX IIPAaBOBBIX aKTOB,
METOJUYECKUX JOKYMEHTOB, MEXIYHapOJHBIX M HAIMOHAJIBHBIX CTAaHJIAPTOB B
o6nactu 3U;

BJIaJICTh HABBIKAMM:

paboThl ¢ ACUCTBYIONIEH HOPMATUBHOM MPABOBOM M METOAMYECKOW 0a30i B
obnactu 3.

Neni/mm HanMeHoBaHHe TeM Bun 3anarus
1. Henu u 3anaun T3KU. 3amuaemeie nadopmanus u [H—
nHpopManroHHble pecypchl. OOBEKTHI 3aIIUTHI
2. [TpaBOBBIE OCHOBBI 3aIIUTHI HHGOPMAITTH JICKUINS
O0bem 3ansaThii mo aucuuiuinie — 8 wacoB (15% ot Bcero oObema
IPOrPaMMBI).

PedepaTuBHOe onnucanue rem

Tema Nel. Heam wm 3amauyu 3amuThl MHPOpManuu. 3amuiaeMble
uHopmanus u HHPpoOpMalUOHHBIE pecypcbl. O0bEKTHI 3aIUTHI.

OcHoBHBIE TepMuHBI W omnpeaenenuss B obmactu T3U. [NocymapcrBenHas
cuctema I1JI UTP u T3U. Mecto T3U B cucreme MeponpHsITHI MO 00ECIICUSHHUIO
uHpopmarmonHoi 6e3onacHoctu B Poccuiickoit @enepanuu. [enn u 3agaun T3U.

OObekThl  3amuThl  WHOOpMaUuU.  3ammuimaeMple  WHPOpMANUS U
uH(popmalmoHHble pecypcbl. OO0BEKTbl HH(pOpPMATU3ALMK, UX Kilaccupukanus u
XapaKTEPUCTHKA.

['ocynapcTtBeHHble  MHGOPMAIMOHHBIE  PECYpChl,  HETOCYIapCTBEHHBIE
UH()OPMAIIMOHHBIE PECYPChI, HAXOJAIIMECS B BEJICHUM OPraHOB IOCYIapCTBEHHOM
BJIACTU U OPTaHU3ALMNA.

[Tonsarus, kinaccudukanus W TEXHOJIOTHU TMOCTPOCHUS HH(GOPMAIMOHHBIX
cucteMm. MHpopMaImonHbie cucTeMbl Kak 00bekThI 3amuTel oT HCJ. CranmaptHas
MOJIEIb B3aUMOJICUCTBUS OTKPBITBIX CHCTEM M IPOTOKOJIBI  MEXKCETEBOIO
B3aNMOJECHUCTBUA.

Tema Ne2. IIpaBoBbie ocHOBBI 3.

[IpaBoBbIe OCHOBBI 3amuThl HHGOpMaruu. CuctemMa JOKyMEHTOB B 00JacTH
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T3W. HopmatuBHble npaBoBble akThl. HopmaTuBHble npaBoBble akThl PCTIK
Poccun. Meroanueckue AOKyMeHThl. TexHHMUeCKHE AOKYMEHTHI (JIOKyMEHTAlLMs).
[InanoBbie nokymeHThl. WH(popmannoHHble NOKYMEHTHI. JIOKyMEHTHI B 00JIacTH
TEXHUYECKOTO PEryJIMpPOBaHUs U cTaHaapTuzanuu. Cucrema cTaHJapToB B 00JIaCTH
3amuThl  MHGopManuu. OOmMe  BONPOCHl  OpPraHU3allid  JIMLEH3UPOBAHUS
nestenbHocTh B oOnactu T3U, ceprudukanust cpencTtB 3aliuThl HHG(OpMALNH,
aTrectauuss OOBEKTOB HMH(pOpMaTHU3alMd TO TpeOOBaHUAM  OE30MACHOCTH
uHpopManmu. OTBETCTBEHHOCTh 3a TPaBOHAPYIICHHs B OONAcCTH  3alUTHI
uH(pOpMaInu.

HpaKanecmle 3aJaHusdA

1. Tlepeuncnute BUIbI MH(OPMAIMU OTPAHUYEHHOTO JOCTYIA C YKa3aHHUEM
HIIA, KOTOpBIMH OHH YCTaHOBJICHBI.

2. Hazosute HIIA, pernamentupyoomue 3amuTy uHQOpMaNud B
rocyJapCTBEHHBIX HHGOPMAIIMOHHBIX CHCTEMAaX

3. Tlepeuncnure MOJ3aKOHHBIE AKTHI, PETYIHUPYIONINE 3aIIUTY UHPOPMALIUU B
rocyJapCTBEHHBIX HHGOPMAIIMOHHBIX CUCTEMAaX

4. llepeuncnure cocTaB U COAEpX aHUE MEp MO 3alIUTe MHPOpMALUH, HE
COCTABJISIIOLIEN TOCYAapCTBEHHYIO TalHy, COJEpIXKalIecs B TOCYIapCTBEHHBIX
UH(OPMAITMOHHBIX CUCTEMAaX

5. HazoBute TtpeboBaHusl MO 3amuTe WHOOpPMAIMU, HE COCTABIISIONIEH
roCyJapCTBEHHYIO TaliHy, COJEpKallelcs B TOCyAapCTBEHHBIX MH(DOPMAIMOHHBIX
cucTeMax

6. KakoBer wMeppl 1o 3ammre HWHPOPMAIMKM, HE  COCTABISIONICH
roCyJapCTBEHHYIO TaliHy, COJEpKalllelcs B TOCYAapCTBEHHBIX MH(DOPMAIMOHHBIX
cucremax knacca K17?

7. VYKaxuTe MeponpusaTHs oOecredyeHHs] 3alluThl UHGpOpMalUu, He
COCTaBJISIFOIIEN TOCYNapCTBEHHYIO TalHy, COAEpXkaILEeUCs B TIOCYJapCTBEHHOU
uH(popMaIMoOHHOU cucTeMe kiacca K3.

8. Paspalortaiite [lepeuenpb KOH(HICeHIINATEHON uHbopMaIu,
obOpabatsiBaemoii B IC nipu yCIOBUM HaMW4YUsI CITYKEOHOU TallHBI M MEPCOHAIBHBIX
JAHHBIX 3 YPOBHS 3allIUIIIEHHOCTH.

9. IlpaBoBoe perynupoBaHHUE 3alUTHI WHGOPMAIIMU B WH()OPMAITMOHHBIX
cucremax ®HC Poccun: nepedyrcinTe HOPMAaTUBHBIE JOKYMEHTHI

10. I'ocynapctBennbie uH@popmarmoHHeie cucteMbl ®HC Poccuu: kakoi
KJIACC UM MPUCBOECH?

11. HazoBute nundopmarmonnsie pecypcsl ®HC Poccuu

MeTtoanyeckue peKOMeHAAuu

3aHATUS MO AUCHUIUIMHE MPOBOIATCS B (opMe JIeKIUH; MPaKTUYECKUX
3aHATUN U CEMUHAPOB [0 JaHHOU JUCLMILIUHE HE peaycMoTpeHo. 1Ipu nposenennn
JeKUUH 00s3aTeNIbHO HANIMYUE MPE3EHTAllMM M UCIOJIb30BAaHUE MYJIbTUMEIUIMHON
TEXHUKHU.
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[Ipy peamu3anmu JUCUMIUIMHBI B paMKax HOPOrpaMMbl  IMOBBIILICHHS
KBAJIM(UKALIUK TPUOPUTET OTHAETCS MPAKTHUUECKON HAIpPaBIEHHOCTU OOYUEHMS:
IOPAKTUYECKUE acCleKTbl IPUMEHEHUS 3aKOHOJATENbCTBA U  HOPMATHUBHBIX
JOKyMeHTOB P®; peanuzanuss TpeOOBaHMH HOPMATUBHBIX JOKYMEHTOB IIpHU
opranu3zanuu 3amutbl uHpopmauuun or HCJl Ha oObekTe 3amuThl, OCOOEHHOCTH
HNOJATOTOBKM JIOKAJIBHBIX AaKTOB, PErJIaMEHTHPYIOIIMX HCIOJIb30BAaHUE CPEICTB
3alUThl MH(OPMALIMU, a TAKXKe, MPAKTUYECKHE ACIEKTHl 3allUThl UHPOpMALUU C
HCIIOJIb30BAaHUEM OTEYECTBEHHOTO MPOTPAMMHOI0 00YUYEHUS.

JUtst mpoBeleHHs BCEX 3aHATHI MO JUCUUIUIMHE PEKOMEHAYETCS NMPUMEHSTh
COBpeMEHHBIE (DOPMBI 1 METO/IBI O0YUYEHUS, BKIIOYAsi aKTUBHBIC M HHTEPAKTUBHBIE.

JUtst mpoBeneHusl JEKUUOHHBIX 3aHSITHI HMCHOJB3YIOTCS AKTUBHBIE METOJIbI
00y4eHMs1, CTUMYJIUPYIOIINE TO3HABATENIbHYIO I€ATEIbHOCTD CIyIIATENeH, OMUPasCh
Ha METOJUYECKHUE OCHOBBI MEJArOru4eckoil TexHojaorun «Pa3Butre KpUTHYECKOro
MBILIJICHUS .

TexHoI0rHYeCKyI0 OCHOBY COCTaBIISIET Oa30Basi MOJIENb TPEX CTAIUN «BBI30B
— peanu3anus cmbiciia (OcMbIciieHHE) — pediekcus (pa3MbIIIEHUE)», KOTopas
MO3BOJISIET TOMOYb CIIYIIATEISIM CAMHUM OIPEAEIATh eI 00yUeHUsI, OCYIIECTBIISATh
aKTUBHBIM MOMCK MHPOPMAIMKU U PA3MBILUIATH O TOM, YTO OHM y3Haiu. Ha cragun
BbI30Ba (evocation) B CO3HAHUU CIylIaTesed MPOUCXOAUT IMPOLECC aKTyalu3allu
UMEIOIINXCS 3HAHUM U PEJCTABICHUN O npeameTe u3ydeHus. IIockonbKy npu 3Tom
COUETAIOTCS UHAMBUAYaJIbHAA U TpynmnoBas (opMbl pabOThl, yYacTHE CIIyIIATENEH B
00pa3oBaTeNbHOM TIPOLECCE aKTHUBU3ZHMPYETCS, (POPMUPYETCS TMO3HABATEIbHBIN
uHTepec. Pe3ynbTaToM JaHHBIX TPOLIECCOB SIBJSIETCS CAMOCTOATEIBLHOE ONPEIeTICHUE
MMH LEJH JalibHEeNIIel yueOHOM 1eITeTbHOCTH.

Ha cramuu  ocmeicnenuss  (realization)  ciymarenb — BCTymaeT B
HEIMOCPE/ICTBEHHbI KOHTAaKT C HOBOW HMH(pOpMAaIMeil — HOCUTENEM HOBBIX HJIEH.
[Tpoucxoaut ee cucrtematuzanus. Cranus pedruekcuu (reflection) xapakrepusyercs
TEM, YTO CJyIIATEeIW 3aKpEIUIIIOT HOBBIE 3HAHUS W AKTUBHO IEPECTPAUBAIOT
COOCTBEHHbBIE NPEICTABIECHUS C TEM, YTOOBI BKJIFOUUTh B HUX HOBbIE MOHATHS. Takum
o0pa3oM, MPOUCXOAUT “NPUCBOCHUE” HOBOTO 3HAHUSA M (HOPMHUPOBAHME HA €rO
OCHOBE CBOETO apryMEHTHUPOBAHHOTO MTPEICTABICHUS 00 U3y4yaeMOM OOBEKTE.

B xozxe pabotbl o Takoil Mojenu oOydaroluecs OBJaJAEBAOT PA3IUYHBIMU
croco0aMy WHTETpUpOBaHUS WHGOPMAIMK, y4aTcsi BhIpaOaThIBAaTh COOCTBEHHOE
MHEHHE Ha OCHOBE OCMBICJICHHS PA3JIMYHOTO OIbITa, U U IPEeICTaBICHUNA, CTPOUTD
YMO3aKJIFOUEHHUS U JOTHYECKUE LIETIH J10Ka3aTEeNbCTB, BEIPAXKATh CBOM MBICIIU YETKO,
MOHSTHO JUIsl APYTUX, YBEPEHHO U KOPPEKTHO MO OTHOILIEHUIO K OKPYKAIOIIKM.

C uesnbio onpenieNieHUs: KauecTBa yCBOCHUSI MaTepuaia MpoBOAUTCS ITpOBepKa
3HaHWM CiymaTelei ¢ MCHOJIb30BAaHUEM COBOKYMHOCTH KOHTPOJBHBIX 3aJlaHUM U
BOIIPOCOB B BHJI€ TEKYIIETO U UTOTOBOTO KOHTPOJISL.

Texyuuii KOHTPOJIb OCYIIECTBISIETCS Ha JIEKIHUAX B CaMbIX pa3HOOOpa3HbIX
dopmax — ompoca ciymareiaedl 1Mo HM3y4yeHHBIM BOIpocaMm, Juajora ¢
MIPENOIaBaTENIEM BO BPEMS JEKLINNA, TPOMEKYTOUHOTO TECTUPOBAHMS, BBIITOTHEHUS
CIylIaTeJISIMU MHAUBUAYAJIbHBIX 3aIaHUM 110 TEMaM U3y4aeMOU TUCUUIIIINHBI.
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— 116 c.
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2036.
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11. Konuenuust uaopmannonHoi 6e3omnacHoctu denepanbHON HAIOrOBOM
ciyx0bl (yTBepxkAeHa npukazoMm deaepanbHON HAIOTOBOM ClyKObl OoT 13 stHBaps
2012 r. No MMB-7-4/6@)

12. KoHueniusi CUCTEMBI yIpaBieHUss HHGOPMAIMOHHON O€30MacHOCThIO
®HC Poccun (ytBepkaeHa npukazoMm denepanbHONW HAJIOTOBOM CIy»KObI oT 25
despaist 2014 r. No MMB-7-6/66@).

PABOYAS ITPOI'PAMMA IUCIUITIIMHBI

Cnoco0bI n CpeacTrBa 3alllUThI I/IH(l)OpMa]_[I/II/I C UCITIOJIB30BaAaHUEM
OTCYECCTBCHHOI'O MMPOrpaMMHOIo odecreueHus

BBenenue

PaGouast mporpamMma JUCIUIUIMHBI pa3paboTaHa JJig IPOrpaMMbl MOBBIIICHUS
kBapukanuu «3amura HUHQOpPMALMM C HUCIOJIB30BAHUEM OTEYECTBEHHOTO
IPOrpaMMHOT0 00eCTIEYEHUS.

B pesynbprare 0cBOCHUS JaHHON JUCLUILUIMHBI TOCYAAPCTBEHHbIE IPAXKIAHCKUE
ciykamue uHenekuuii u ynpasiennii @®HC Poccuun coBepieHCTBYIOT CBOU 3HAHUS
U [pUOOPETaloT MPAKTUYECKUE HAaBBIKM  HCIOJIb30BaHUS  OTEUYECTBEHHOTO
MIPOrpaMMHOr0 00€CTIeUeHNs, MO3BOJIAIONINE CIEUAINCTY 0 3alUTe HH(pOpMauu
BBIIIOJIHSATh MEPONPUITHS 1O OOECHEeYeHU0 0e30acHOCTH HH(OpManuum ¢
HCIIOJIb30BAaHUEM CPEJICTB 3alUThl HHPOPMALIUU.

Hean, 3a1a4u 1 MecTO Y4eOHOH TUCUMILIMHBI B POLIECCe MOBBILICHUS
KBaJTH(pPUKALUT

[ens yueOHOM AUCIUIUIMHBI — COBEPIICHCTBOBAHKE U (MJIH ) TIOJTyY€HHE HOBBIX
3HAHWM, YMEHUW MW HaBBIKOB CHEHHAJIUCTAMH 110 BOINPOCAM HMCIOIb30BaHUS
OTEUECTBEHHOI'O0 MPOTPAMMHOIO OOecredYeHus: Ui 3aluThl WHPOPMAlUA B
aBTOMAaTU3MPOBaHHBIX (MH(popManmoHHbIX) cuctemax (AC (UC)).

3amaun yueOHOM TUCIIUTIITUHBI:

N3yuenne yrpo3 Oe3omacHoct uHopManmu, cBszanHbix ¢ HCJ, s
npuoOpeTeHus: (COBEPIICHCTBOBAHUSI) HABBIKOB IOCTPOCHUS MOJACIUA  YIpo3
0e30macHOCTH UH(POPMALIUU.

CoBepIlIeHCTBOBAaHNE YMEHHMM W HABBIKOB (hopMUpoBaHUS TpeOOBaHUU IO
3amuTe HHOOPMALIMK U CO3aHue CUCTeMbI 3anuThl nHGopmanuu ot HCJI.

[TomyyeHne TPAKTUYECKMX HABBIKOB  HCHOJIb30BAaHHS  OTEYECTBEHHOI'O
MPOrpaMMHOT0 0OecTIeUeHUs SIS 3aIUThl HH(POpMaIIIH.

VYueOHas DUCHUIUIMHA SIBJISIETCS OCHOBHOM M MaKCHUMaJIbHOW MO 00BEMY B
JAHHOW TIporpaMMe TOBBIIICHUS KBaJIM(pUKAIMU. 3HAHUSA, yYMEHUS U HAaBBIKU,
MOJIyYCHHBIC B pE3yJIbTaTe U3YUYCHUS JAHHOW y4eOHOUN AUCIMIUIMHBI, UCTIOJIb3YIOTCS
CylIATeNIMU TPU U3YYEHHUM TMOCHeAyromed ydeOHou aucuuruinabl «KoHTposb
COCTOSIHUSI TEXHUYECKOW 3alUThl HMHPOPMAIMA OT HECAHKIIMOHUPOBAHHOTO
JOCTYTIa» U B CBOEH AanbpHeHen npodhecCUOHAIBHON IeITeIbHOCTH.

Ilnanupyembie pe3yabTaThl 00y4eHHsA

B pe3ynbpTaTe n3yueHus JaHHOUN TUCIUTUIMHBI 00y4YaronIrecs TOIKHBI:
a) 3Hamb.
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npoueaypsl BosiBaeHus yrpo3 HCJl 6e3onacHocTy nHpopManuu Ha 0ObEKTaxX
uH(popMaTH3alM1, OpraHU3alluu;

obuue TpedoBanus no T3U (mo 3amure uabopmanuu ot HC), TpedoBanus u
PEKOMEHJAIMU TI0 3alUTe 00BEKTOB MH(GOPMATH3ALINY;

Mepbl U cpencTBa 3amuThl nHdopmaimu ot HC;

TpeOOBaHMs K OTE€UECTBEHHBIM cpeAcTBaM 3amuThl uHpopmanuu B AC (UC);

nopsiIoKk 0hOpMIICHUS TEXHUYECKOHN TOKYMEHTAllUHU T0 3alUuTe HHPOPMAIINH;

0) ymems:

aHAJIM3UPOBATh YTPO3bl O€30MACHOCTH UH(POPMALINH;

OTIpeeISITh TpeOOBaHUS K cpeAcTBaM 3amuThl nHpopMaruu oT HCJI;

yCTaHaBIMBAaTh, IPUMEHATh U HACTPAUBAaTh OTEYECTBEHHBIE CPECTBA 3aIUThHI
uHpopmanuu, npumensiemsie B AC (MUC);

MPUMEHSATH Ha MPAKTUKE MOJIOKESHHSI HOPMAaTUBHBIX JOKYMEHTOB B yacTu 131
ot HC/I;

B) BJIa/ICTh HABBIKAMHU:

pOBeJEHUS paboT, CBA3aHHBIX ¢ 3aiuTol nHpopmauu ot HC/L;

YCTaHOBKH, MEPBUYHON HACTPOMKM KOMIIOHEHTOB OTEUECTBEHHBIX CPEJCTB
3amuThl nHGopManuu (C31) noBepeHHOM 3arpy3KH U pa3rpaHUuEHUs JOCTYIA;

HAaCTPOMKM W  HCIOJNB30BAaHMSI OCHOBHBIX  3allUTHBIX  MEXaHU3MOB,
peaIN30BaHHBIX B OTEYECTBEHHBIX ONEPALMOHHBIX CUCTEMAX;

pa3rpaHUyYCHHUS MIPaB MOJIb30BaTeNEH B 0a3€ JaHHBIX, HACTPOIKE OTpaHUYEHU,
IIPABUJI U TPUITEPOB C HUCHOJIb30BaHUEM oTeuecTBeHHBIX CYDB/I;

YCTAHOBKHM, HACTPOMKM M aJIMUHUCTpUpOBaHusA oredecTBeHHbIXx C3U B
KOMITBIOTEPHBIX CETSX.

Neni/mm HaumeHoBaHue TeM Bun
3aHATHSA

1. | Yrpo3sl 6e3omacHOCTH UH(OPMAIIMH, CBSI3aHHBIE C

HCCAHKITMOHUPOBAHHBIM JOCTYIIOM flekuud
2. | Ilopsaok UCIONBb30BaHUS CPENICTB 3AIUTHI HHPOPMALIUU paKTHKa
3. | Mepsl u cpeacTBa 3alIUThl HHGOPMALIUU OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTa C UCITOJIb30BaHUEM OTeueCTBEHHOro 110 fleKiuA
4. | AIMMUHHUCTPUPOBAHHUE U MPUHIMIIBI paOOTHI ¢ COBPEMEHHBIMU IIPAKTHKA
OTIepaIIMOHHBIMU cucTeMaMu Linux
5. | Hacrpolika 1 ncnoyib30BaHNE OCHOBHBIX 3aIIUTHBIX MEXAHU3MOB, IIPAKTHKA
PECATM30BAHHBIX B OINICPAITMOHHEIX CUCTEMAX Linux
6. | CrocoObl 1 cpecTBa OrpaHUYCHUs] TOTHOMOYMM U pa3pereHui IIPAKTHKA
0JIb30BaTesel 0a3 JaHHBIX ¢ UCIOJIb30BaHUEM oTedecTBeHHoro 110
7. | YcraHoBKa, HACTpOMKa ¥ aIMUHUCTPUPOBAHNE CPECTB 3AIIUTHI ITPaKTHKa

MH(OPMALIUY B JTOKAJIBHBIX BRIYUCIUTEIBHBIX CETAX U IPH MEKCETEBOM
B3alMOJICIICTBUH C UCIIOJIb30BaHNEM oTeuecTBeHHOro [10

8. | YnpaBienue kinoueBoil HHGOpMalneil ¢ UCTIOIb30BaHUEM IIPAKTHKA
oreuecTtBeHHOro [10. Y nocToBepsronme NeHTpBI.
9. | YcraHnoBka, HaCTpOIKa U MCIIOJIb30BaHUE CPEJCTB KPUNTOrpaUUECKO | MpaKTHUKa
3alIUThl UH(OPMALIMU U 3JIEKTPOHHOM MOJIHUCH C UCIIOJIb30BaHUEM
oredecTBeHHOro 110
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O0beM 3aHATHH TO aucnuiiiHe — 36 dacoB (67% oT Bcero oObeMa
IPOrpaMMBbl).

PedepaTuBHOE OnMcaHue TeM

Tema Ne 1. Yrpo3sl 0e3onacHoctu nnpopmanuu, cesazannbie ¢ HCI.

[Tonsitne m kiaccudukanus yrpo3 0e30MacHOCTH MHGOPMAINH, CBS3aHHBIX
¢ HC/I. Uctounuku yrpo3 6e3onacHoctu undpopmaruu ot HCJI.

Mopenu yrpo3 6e3onacHoctu nadopmaruu or HCJI.

Meroabl BbISBICGHHS M aHaidu3a yrpo3 0e30MacHOCTH HWH(OopMaiuu,
YS3BUMOCTEMN IPOrpaMMHOT0 oOecrieueHus, UCITI0JIb3yEMOT0
B aBTOMATHU3UPOBAHHBIX (MHPOPMALMOHHBIX) CUCTEMAX.

baHk maHHBIX yrpo3 6e30macHOCTH HH(DOPMAILIUY, BKIIOYAIOUIHA 0a3y TaHHBIX
ySI3BUMOCTEMN IPOrpaMMHOT0 oOecrieueHus, UCIIOJIb3yEMOT0
B aBTOMATHU3UPOBAHHBIX (MHPOPMALIMOHHBIX) CUCTEMAX.

Onucanue ys3BUMOCTEW MPOrPaMMHOrO OOECIEUYeHMs], BKIIOYEHHBIX B 0a3y
JTAHHBIX YSA3BUMOCTEN IPOrPAMMHOTO obecrnieueHus, UCII0JIB3yEMOTO
B aBTOMAaTU3UPOBAHHBIX (MH(DOPMAIMOHHBIX) CHCTEMAX.

MexayHapoaHbIH TOAXOA K BBISBICHUIO W aHAIU3y YSI3BUMOCTEH, Oazbl
JaHHBIX, cojepXKalue ys3BUMOcTH, B ToM yucie CVE. OOmas cucremMa OIeHKH
ys3BuMocTteit (ctangapt CVSS).

VYrpo3sl 6e3omacHocTH TiepcoHanbHbIX AaHHBIX ([1/IH) mpu mx obpaboTke B
UH(GOPMAITMOHHBIX cHCcTeMax nepcoHabHbIX JaHHbIX (UCIIIH).

Tema Ne2. ITopsiiok HCI0/1b30BAHMS CPEACTB 3alIUTHI HH(POPMALIMH.

Knaccudukauusa u tpedoBaHus K MH(OOPMALMOHHBIM (aBTOMATU3UPOBAHHBIM)
cucteMaM 1o 3anute uHpopmarmu ot HC/I.

Knaccudukauusa u TpedoBaHUs K CpeICcTBaM BbIYUCIUTENbHOU TexHUKU (C3N)
no 3amwmmeénHocty oT HCJI. Tlonstue CBT, otnmume CBT or cpeacts 3ammThl
unpopmanuu (C31) or HCI.

Knaccudukammss C3U or HCJ mo zamuménnoctu or HCJl. TpeGoanus
HOPMATHBHBIX JOKYMEHTOB K Kaxkaomy tuity U kinaccy C31 ot HC/I.

TpeOoBaHusi  HOPMATHBHBIX  JOKYMEHTOB P® 1o  uCHojib30BaHHUIO
ceprudunmpoBanasix CBT u C3U ot HC/I.

[Mopsmox ucnonb3oBanus ceptudunpoBanubix C3U B THO: momyuenne C3U
13 BBIIIECTOALLEH opranu3anuu, perucrpauus u yuét C3U, npasuia ycranoBku C3U
Ha APM, nHactpoiika u ucnosnb3zoBaHue C3M B xone 3KcIulyaTaluuu. Y CTaHOBKa,
HACTpOlKa W HCIOJIb30BAaHWE OTEUECTBEHHBIX CEPTUPUIMPOBAHHBIX CPEICTB
KoMIuiekcHOM 3amuThl oT HC/I.

Tema Ne3. Mepsl u cpeacrBa 3amuTbl  MHGOpMALMH  OT
HECAHKIIMOHMPOBAHHOIO I0CTYIA ¢ HCNOJb30BaHNeM oTedecTBeHHOro 110,

Kommieke wmeponpusatuii mo T3 or HCJI. OOmas xapakTepucTuka Hu
KJaccuuKkanus Mep 1 cpelcTB 3aumTbl nHpopmanuu ot HC/I.

TpeboBanuss k wmepam 3amuthl uHpopmammu ot HCJl, peammszyembim
B aBTOMAaTU3UPOBaHHOH (MHGOPMAITMOHHOM ) ccTeMe. Mepbl 3amuThl HHPOPMAITUHU OT
HCJ. Ocobennoctu co3manus cuctembl 3amuThl uHpopmamuu ot HCJ[ kak
o0ecrneunBaroIiel MoACUCTEMbl aBTOMAaTU3UPOBAHHON (MH(POPMALIMOHHO) CUCTEMBI.
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CucTteMHbIe U JOKYMEHTAIIMOHHBIEC YaCTH CUCTEMBbI 3aIuThl nHGopmaru ot HC/I.

Tema Ne4. AAMUHUCTPHUPOBAHUE U MPUHIUNBI PA0OTHI C COBPEeMEHHBIMH
onepanuoOHHbIMH cucteMamu Linux.

[TpuHIMIBI TIOCTpOEHUS U CTpyKTypa omepauuoHHbix cucreM (OC) kmacca
Linux. I'padpuueckue odonouku Fly, GNOME, KDE u mpyrue.

[Tonb30Bareny ¢ TOYKM 3PEHUS] CHUCTEMBI, MOHATHE TepMmuHaia. Paborta ¢
KOMaHHOW CTPOKO#, cTpykTypa (haiinoBoit cucremsl Ext2 (Ext3, Ext4) u pabora ¢
o0BbekTaMu (PaiiioBoi cucteMsl ((paiiaamu, mankaMu, IMCKaMu, yCTPOHCTBaMH ), IpaBa
goctyna B Linux, BO3MOXXHOCTH KOMaHIHOW OOOJIOUKH, TEKCTOBBIE PEIAKTOPHI.
Onementsl agmuHucTprpoBanus OC Linux: 3Tambl 3arpy3Kd CUCTEMbI, TEXHOJIOTUU
pa®oThl ¢ BHENIHMMHU YCTpPOHCTBaMH, (aillloBBIMH CHCTEMaMH U ceTbio B Linux,
aMUHHCTPUPOBAHUE CHUCTEMBbI  IOCPEACTBOM  KOH(QUIYpallMOHHBIX  (hailyioB,
YIPaBJIEHUE TAKETAMH.

Tema NeS. Hacrtpoiika ¥ HCHOJb30BAHHE OCHOBHBIX 3alUTHBIX
MEXaHU3MOB, PeaJIM30BAHHBIX B ONEPALIMOHHBIX cucTeMax Linux.

CpenctBa 3amuThl UHGOpPMAITIK, BCTPOCHHBIE B orniepaiionHbie cucteMsl (OC)
Linux. CucremMa pasrpaHuueHHs JOCTyNa IOJb30BaTeleli K oOBekTaM Linux.
Ha3nauenue pazpenieHuii moyibp3oBaTeIsiM Ha JOCTYN K (pailiaM, mamkam, JHUCKaM,
ycrporictBaM. KOHTpoJIb 3amycka noap30BaTeNs MU IPUIIOKEHUN U TPOLIECCOB.

[IporpaMMHbIE CpEICTBA JTOBEPEHHOM 3arpy3Kd U Pa3rpaHUYEHHs] KOHTPOJIA
noctyma Linux. CpenctBa perumcrpanmmu ¥ ydera Linux. CpeacrtBa (MeXaHU3MBI)
obecriedueHust eTOCTHOCTH nHpopmMaru LinuX. MIx HacTpolika v UCTIOIb30BaHHUE.

Tema Ne6. CmocoObl u cpeAcTBa OrPpAHUYEHHMS MOJTHOMOYHHM H
pa3pellieHuil MOJIb30BaTe/ el 0a3 TaHHBIX ¢ UCIOJb30BAHUEM OTEYECTBEHHOIO
o.

[lonsitue 0a3pl JaHHBIX, CUCTeMbl ynpasieHus Oazamu naHHbIX (CYBU).
MexaHu3Mbl pasrpaHUYeHHs] JOCTyIa TOoJib30BaTelie K o0ObeKkTaM 0a3 JaHHBIX.
VYcTaHOBKa, HACTPOWKA M HCMOJb30BAHUE MEXAHU3MOB pa3rpaHUYCHHUs] JOCTYIIA,
BcTpoenubix B CYBJ] My SQL (PostGreSQL).

OcHOBBI CTIONB30BaHMS si3bIKa [ ransact SQL mis ynpaBieHus MmexaHu3zMaMu
sammThl uHGopmaruu ot HCJI B 6a3ax qaHHBIX.

Tema Ne7. ¥YcranoBka, HACTpOMKa U AaAMHUHHCTPUPOBAHHE CPEICTB
3alUThl MHPOPMAIMH B JIOKAJbHBIX BbIYHUCIHUTEIbHBIX CETAX U TMPH
MeKCeTEeBOM B3aMMOJACHCTBHUU C MCNOJIb30BaHUEM oTedecTBeHHOro 110.

MesxceteBble IKpaHbl, TPEOOBaHMSI K HUM M ciocoObl puMeHeHus. CrucreMsl
oOHapyXeHHUsI BTOPKEHU, TpeOOBaHUS K HUM M CIOCOObI mpumeHeHus. CpencTsa
AHTUBUPYCHOM 3aILIUThI, TPEOOBaHMS K HUM U CLIOCOOBI IPUMEHEHUS.

Hactpoiika BcTpoenHbix B OC MexceTeBbIX 3kpaHoB (iptables wimu ipchains),
HACTpoMKa mpaBwil GUILTPALIMH, TO €CTh, 00paboTKu |P-makeToB, ocHOBBIBasiCh Ha [P-
aZipece UCTOYHMKA TakeTa, |P-aapece HazHaueHusi makera, uHTepderice, KOTOPHIH
MIPUHSUI TAKET, TPOTOKOJIE, 10 KOTOPOMY OCYLIECTBIIIETCS NIEpejada NakeTa, Ha IOpTy
Ha3HAUYCHHUS MTAKETA.

YcraHOBKa, HACTpOMKa M HCIOJB30BAHME  OTEYECTBEHHBIX  CPENCTB
KoMILIeKCHOM 3ammuThl oT HC/I.

Tema NeS. Ynpasienue KiI04YeBoil MH(poOpManueil ¢ HCIOJb30BAHHEM
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oreyecTBeHHOIo I10. YaocroBepsironmue ueHTpsbl.

Ha3naueHne W MOPSOK KCHOJB30BAHMS ANMNapaTHBIX KIHOYEH B KayecTBE
KJIIIOYEBBIX HOcUTeNel. Vcnonbp3oBaHue JOMOMHUTEIBHBIX CITY>KO0 B MH(PACTPYKType
OTKPBITBIX KIIFOUEH.

OcHoBHble noHATHSL W onpenenenus PKI. Hasnauenuwe u B3auMoOJIeCTBHE
anemeHToB PKI. CoctaB PKI. Cuctemsl crangaptoB B obnactu PKI. IIpoTokossi,
ucnoinbszyembie B PKI. OcHoBHBIE rpymiibl npuiioxkeHuit-norpedureneit yeiayr PKI.

HasnaueHnne, coctaB u MOPSAOK HKCHOJB30BAHHS ITPOTPAMMHO-ANNAPATHBIX
CPEICTB aBTOMATH3allUU JIEATEILHOCTH Y JOCTOBEPSIONIUX IIEHTPOB, PabOTAIOIIMX
nozx OC Linux.

ABTOMaTH3aIUs YIIPABICHUS )KU3HEHHBIM ITUKIIOM CEpTU(HUKATOB, U3TAHHBIX C
MIOMOIIBIO CPEACTB Y JOCTOBEPSIONIETO LIEHTPA.

Tema Ne9. VYcranoBka, HacTpoilka M HCHOJb30BAHUE CPEACTB
KpUITorpapuyeckod 3amuTbl UHGPOPMALMH U IJIEKTPOHHOH NOAINMCH C
HCIOJIb30BaHueM oTevecTBeHHOro I10.

Kpunrtorpaguueckue cpeacrsa 3ammrtbl uHbopmanuu (CK3U): cocras,
MPUHIIUIIBI PaOOThI, YTO K HUM OTHOCHUTCS. Y CTAHOBKA, HACTPOIKA U MCHOJIb30BAHUE
CK3U Kpunrollpo CSP u KpuntoAPM. HUcnons3oBanue Kpunrollpo CSP nmns
IIOCTAHOBKH AJIEKTPOHHOM ITOAIMCHU U €€ MPOBEPKHU.

IIpakTH4eckue 3agaHus

1. BpINOAHUTE pEKOMEHAyEMbIE TMpaBWjia OE30MacHOr0 HCIOIb30BaHUS
YYETHBIX 3alUCEH: CHayajga TMEPEMMEHYUTE BCTPOCHHYIO YYETHYIO 3aIlliCh
AnmunuctpaTop B Sysadmin, 3aTeM 100aBbTE YUETHYIO 3alIUCh AJMUH, BBEAUTE €€
B rpynny AamuHucTpartopsl. OTKIIOUMTE YYETHYHO 3andch Sysadmin s
0e301acHoi pabOThI C CUCTEMOM.

2. HasnaubTe u mpoBephTe Mpasa mosib3oBateneit Astra Linux mis gocrtymna x
narke Ha cepBepe.

3. HasnaubTe u mpoBepbTe MpaBa Jyisl YAAIEHHOTO JTOCTYIIA MOJIh30BaTENeH K
[aInKe Ha CETEBOM pecypce.

4. Pa3rpaHu4yuTh TOJHOMOYHMS TIOJIb30BATEJIe HaA 3allyCK  pPa3HBIX
npuioxenni Astra Linux.

5. Hactpoiite mnepBoHaYalbHBIE MapaMeTpbl OE30MAaCHOCTH: OTKIIOYCHUE
MOTEHITMAIBHO OMACHBIX CIYKO, WCIOJIb30BAaHUE JIOKAIBHBIX TMapaMeTpOB
0€30MacHOCTH.

6. C nomompto Jlucneryepa koHburypamuu PostGre SQL na cepBepe
HacTpoite goctyn Kk SQL Server’y ¢ paboueii craHUIUU.

7. Ortkpoiite cpeny PostGre SQL, Boitaute ¢ npoBepkoit mommuHHOCTH SQL
Server — uMs Bxoja sa, apoJib Sa.

8. Co3znaiite B SQL-cepBepe mi1s noctyna k bJ] Toprosiist HoBble UMeHa BXOja
C pa3HbIMHU cepBepHBIMU poJisiMu: Ms 1 — pons sysadmin; M2 — poss serveradmin.
[IpoBephTe UX mpaBa U MOTHOMOYHS.

9. Cosnaiite monb3oBatens bJ] Toprosmst Userl, comoctaBbTe €ro ¢ iMeHaMu
Bxonma — Ilomb3oBarenm Astra Linux, cxemoit BJl — db datareader m poabio —
db_datareader. IIpoBeprTe momnomouns nmonb3oBateis Userl B bl Topross.
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10. B SQL-cepBepe mia 3Tux ydu€THBIX 3alMced cO3JaiTe MMEHa BXOJa:
reader ToBapel W reader MOKymKU ¢ posiblo cepBepa Public, comocraBuB ux ¢
M0JIb30BaTENISIMU 0a3bl TAaHHBIX TOProBIIs.

11. HactpoiiTe ceTeBbIc MOAKIIOUECHUS B BUPTyalIbHOM MamuHe ¢ Astra Linux:
1-e coequnenue — 10.0.1.100, 2-e coequuenne — 10.0.2.100.

12. Hactpoiite MexxcereBoi skpad Astra LinUX, Hcmonb3ys BXOIAIIHE U
ucxoasmue GUIBTPBI Ha 3alpeT MPOITyCcKa MakeToB 1o mpoTtokoiam ftp, http, smtp,
pop3. [IpoBeprTe AelicTBrE HUIBTPOB.

13. Hactpotiite B MexxceTeBoM dkpaHe Astra Linux mpeoOpa3oBaTesb ceTeBBIX
anpeco (NAT).

14. 3anpetute mnonb3oBaTeNt0 USErl Ha paboyell CTaHIMU BBIIOJIHEHHE
HEKOTOPBIX MPUIOKEHUH, HanpuMmep, nporpamm |E u Paint.

15. YcranoBute um Hactpoiite mox Astra Linux wMexkceTeBoil dKpaH W
kpunronutro3 VipNet Coordinator.

16. Hactpotite TpansutHbie ¢pmibTpbl VipNet Coordinator Ha 3amnper makeTos
o npotokoiiam ftp, http. IIposepbre nekicTBre GUIBTPOB.

17. Hactpotite nokansHble ¢uibTpbl VipNet Coordinator Ha 3ampeT makeros
o npotokoiiam ftp, http. IIposepbre nekicTBre GUIBTPOB.

18. YcranoBure CK3U Kpunrollpo CSP u KpuntoAPM Ha BupTyaibHYIO
marmuny ¢ OC Astra Linux.

19. C momompto KpuntoAPM cdopmupyiite 3ampoc Ha cepTHPHKAT K
ynocrogepsitomieMy 1eHTpy Kpunrollpo, pa3BépHyTOMy B BHUPTYalbHOM CETH IO
anpecy 10.0.1.250. TlomyunTe OT HEro cepTU(PUKAT CBOETO OTKPBHITOrO KIIHOYa,
cepTU(PUKAT KOPHEBOTO  YJOCTOBEPSAIOIIETO ILIEHTPA, CIHCOK OTO3BAHHBIX
ceptudukaroB (CRL); ycranosute nx B Kpunronpo CSP Ha cBoeii paboueii cTaHIuy.

20. Co3pmaiiTe  JTOKYMEHT TIPOM3BOJIBHOTO conaepkaHus. C  IMOMOIIBIO
nporpammbl  KpuntoAPM moanuimuTe 3TOT JTOKYMEHT CBOMM CEepTU(HUKATOM
(3aKpBITBIM KJIFOYOM), COXPAHHUTE €T0 B BUE (aiiia.

21. CxorupyiiTe w3 manku Kirouw TOANMCAHHBIA COCEIOM JIOKYMEHT,
npoBepbTe € nomomblo KpuntoAPM mnoanuch Ha MOTy4EeHHOM JOKYMEHTE U
U3BJICKUTE U3 TIOJIYYEHHOTO OT COCEe/la MOAMMCAHHOTO (pailia NCXOIHBIN TOKYMEHT.

22. OOMeHsUTeCh ¢ cocelloM cepTudUKaTaMu OTKPBITOTO Kirova. st aToro
CHayaJla CKOMUPYWUTE CBOW cepTH(UKAT KItoua B manky Kirouw, HaXoAsmIyrocs B
nanke O6mas Ha 10.0.1.253, 3aTeM ckonupyiTe OTTyAa U yCTAHOBUTE cepTU(UKAT
cocelia Ha CBOW KOMITBIOTED.

23. Co3naiiTe JOKYMEHT IMPOU3BOJBHOTO cojepxkanHus. C  MOMOIIBIO
nporpammbl - KpuntoAPM  3ammdpyiite ero ceptudukarom Bamero cocena.

3ammdpoBanHblil (aiin oTnpaBbTe B ceTeByro nanky Kitouu B manke OOmias Ha
10.0.1.258.

MeTtoauveckue peKOMEHIANU

3aHATHA TO AMCUMIUIMHE MPOBOASATCS B (opMe JEKIHM, MpaKTHYeCKUX
3aHATUN U JabopaTtopHbIX pabot. [Ipu mpoBeneHUH JeKuuii 00s3aTENbHO HATHYNE
MPEe3eHTALMN U UCTIOJIb30BAaHUE MYIbTUMEINHHON TEXHUKH.
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[Ipy peamu3anmu JUCUMIUIMHBI B paMKax HOPOrpaMMbl  IMOBBIILICHHS
KBAJIM(UKALUY TPUOPUTET OTIHAETCS MPAKTHMUECKON HANpPaBIEHHOCTU OOYYEHMS:
IOPAKTUYECKUE acCleKTbl IPUMEHEHUS 3aKOHOJATENbCTBA U  HOPMATHUBHBIX
IOKyMeHTOB P®; peanuzanuss TpeOOBaHMH HOPMATUBHBIX JOKYMEHTOB IIpHU
opranu3zanuu 3amutbl uHpopmauuun or HCJl Ha oObekTe 3amuThl, OCOOEHHOCTH
HNOJATOTOBKM JIOKAJIBHBIX AaKTOB, PETJAMEHTHPYIOIIUX MCIOIb30BAaHUE CPEICTB
3aIUThl MH(OPMALIMU, a TAKXKeE, MPAKTUYECKHE ACIEKTHl 3allUThl MHPOPMAILUU C
HCIIOJIb30BAaHUEM OTEYECTBEHHOIO MPOIPAMMHOI0 00YUYEHUS.

JUtst mpoBeieHHs BCEX 3aHATHI MO AUCLUIUIMHE PEKOMEHAYETCS MPUMEHSTh
COBpeMEHHBIE (DOPMBI 1 METO/IBI O0YUYEHUS, BKIIOYAsi aKTUBHBIC M HHTEPAKTUBHBIE.

JUtst mpoBeneHusl JEKUUOHHBIX 3aHSITHI HMCHOJB3YIOTCS AKTUBHBIE METOJIbI
00y4eHMs1, CTUMYJIUPYIOUIUE [TO3HABATENIbHYIO I€ATEIbHOCTD CIyIIATENe, OMUPasICh
Ha METOJUYECKHUE OCHOBBI MEJArOru4eckoil TexHojaorun «Pa3Butre KpUTHYECKOro
MBILIJICHUS .

TexHoI0rHYeCKyI0 OCHOBY COCTaBIISIET Oa30Basi MOJIENb TPEX CTAIUN «BBI30B
— peanu3anus cmbiciia (OcMbIciieHHE) — pediekcus (pa3MbIIIEHUE)», KOTopas
MO3BOJISIET TOMOYb CIIYIIATEISIM CAMHUM OIPEAEIATh eI 00yUeHUsI, OCYIIECTBIISATh
aKTUBHBIM MOMCK MHPOPMAIMK U Pa3MBILUIATE O TOM, YTO OHHU y3Hanu. Ha craaun
BbI30Ba (evocation) B CO3HAHUU CIylIaTesed MPOUCXOAUT IMPOLECC aKTyalu3allu
UMEIOIINXCS 3HAHUM U NPEJCTABICHUN O npeameTe n3ydeHus. IIockosbKy npu 3Tom
COUETAIOTCS UHAMBUAYaJIbHAA U TpynmnoBas (opMbl pabOThl, yYacTHE CIIyIIATENEH B
00pa3oBaTeNbHOM TIPOLECCE AaKTHUBU3HUPYETCS, (POPMUPYETCS MO3HABATEIbHBIN
uHTepec. Pe3ynpTaToM JaHHBIX TPOLECCOB SIBISETCS CAMOCTOATEIBLHOE ONPEICTICHUE
MMH LEJH JalibHEeNIIel yueOHOM 1eITeTbHOCTH.

Ha cramuu  ocmeicnenuss  (realization)  ciymarenb — BCTymaeT B
HEIMOCPE/ICTBEHHbI KOHTAaKT C HOBOM HMH(pOpPMALMEl — HOCHUTENEM HOBBIX HJIEH.
[Tpoucxonut ee cucrtemaruzanus. Cranus pednexcuu (reflection) xapakrepusyercs
TEM, YTO CJyIIATEeIW 3aKpEIUIIIOT HOBBIE 3HAHUS W AKTUBHO IEPECTPAUBAIOT
COOCTBEHHbBIE MPEJCTABJICHHUS C TEM, YTOOBI BKIIFOUUTh B HUX HOBBIE NOHATHA. Takum
o0pa3oM, MPOUCXOAUT “NPUCBOCHUE” HOBOTO 3HAHUSA M (HOPMHUPOBAHME HA €rO
OCHOBE CBOETO apryMEHTHPOBAHHOTO MPEACTABICHUS 00 U3y4yaeMOM OOBEKTE.

B xozxe pabotbl o Takoil Mojenu oOydaroluecs OBJaJAEBAOT PA3IUYHBIMU
croco0aMy MHTETpUpOBaHUST MHGOPMAIIMH, ydaTcs BbIpA0AThIBATH COOCTBEHHOE
MHEHHE Ha OCHOBE OCMBICJICHHS PA3JIMYHOTO OIbITa, U U IPEeICTaBICHUNA, CTPOUTD
YMO3aKJIFOUEHHUS U JJOTHYECKUE LIETIH JI0KAa3aTENbCTB, BEIPAXKATh CBOM MBICIIU YETKO,
MOHSTHO JUIsl APYTUX, YBEPEHHO U KOPPEKTHO MO OTHOILIEHUIO K OKPYKAIOIIKM.

C uesnbio onpeieNieHUs: KauecTBa yCBOCHUSI MaTepraia NpoOBOAUTCS IPOBEpKa
3HaHWM CiymiaTele ¢ MCHOJb30BaHUEM COBOKYMHOCTH KOHTPOJBHBIX 3aJaHUN U
BOIIPOCOB B BHJI€ TEKYIIETO U UTOTOBOTO KOHTPOJISL.

Texyiuit KOHTPOJIb OCYIIECTBISIETCS HA 3aHATUSAX B CaMbIX Pa3HOOOpa3HBIX
dopmax — ompoca ciymareiaeil MO M3yYEHHbIM BOIIpocaM, JAuajora ¢
IIPENOIaBaTeIEM BO BPEMS JIEKLUNNA, TPOMEKYTOUYHOTO TECTUPOBAHHSI, BBITOJIHEHUS
CIylIaTeJISIMU MHAUBUAYAJIbHBIX 3aIaHUM 110 TEMaM U3y4aeMOU TUCUUIIIINHBI.

[Ipu mnpoBeaeHMHM MPAKTUYECKUX 3aHATHM M JAOOPaTOpHBIX  padoT
PEKOMEHI0OBAHO HUCIIOJIb30BAHHUE JTULEH3HOHHOTO TPOrPAMMHOI0 00ECIIEYEHUSI.
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5. Ilanwprun, B.®. 3amura uHbOpManuu B KOMIBIOTEPHBIX CHCTEMaxX M
ceTsix: yueoHoe nocodue / B.®. [llansrun. — M.: JIMK Ilpecc, 2023. — 594 c.

0) JONOJHWTE]IbHAs JUTEpaTypa, HOPMATHBHBIE M  METOIWYCCKHE
JIOKYMEHTBI:

1. Karopun FO.®., PazymoBckuii A.B., CriuBak A.W. 3amura undopmauu

TexHU4YecKkuMu cpenctBamu: yueo. [locobue / moa pen. HO.®. Karopuna — CI16:
HUYUTMO, 2012. — 416 c.

2. lllansrun, B.®. KommiekcHas 3ammra WHGOPMAIMA B KOPIOPATUBHBIX
cuctemax: yueobHoe nocooue / B.®. lanprun. — M.: ®OPYM, 2016. — 592 c. —
(Briciiee o6pazoBanue).

3. Jlanmonmna O.P. OcHOBBI ceTeBOil 0€30macHOCTH: KpHOTOrpadHuuecKue
ITOPUTMBI U MPOTOKOJIBI B3aumoieicTBus. Kype nekuuii. Yue6Hnoe nocodue. — M.:
NuTtepHeT-yHuBepcuteT nHOOpMAIMOHHBIX TeXHOI0THH, 2005.

4, Mamox A.A., IMasm3un CB., Iloroxwuit H.C. BBemenme B 3amury
uH(pOpMAaIIMN B aBTOMATU3UPOBAHHBIX CUCTeMaX: Y4eOHoe mocobue /it By30B. M.:
I'opsuas muauns Tenexom, 2004.

5. MemepsikoB P.B., IlenymanoB A.A. KommuekcHoe obOecnieueHue
uH(pOpPMaIMOHHONW 0€30MacHOCTH aBTOMATU3UPOBAaHHBIX cucTeM: MoHorpadus. —
Tomck: U3n-Bo B-Cnektp, 2007.

6. Munocnasckas H.I'., Toncroit A.M. MHWutpacetu: oOHapyxeHUe
BTOp>KeHui: YuebHoe nocodue. M: KOHUTUIAHA, 2001.

PABOYAS ITPOI'PAMMA TUCIUAITINHBI

KoHTpOoJIb cOCTOSIHUSI TEXHUYECKOU 3aIUTHI HHpOpMALUU OT
HECAHKIMOHMPOBAHHOIO 10CTYINA

BBenenue

Pabouast mporpamMma quCHUIUIMHBL pa3padoTaHa Juisi TPOrpaMMbl OBBILLIEHUS
KBaMPUKauuu «3amura HUHPOPMALMKU C HUCIHOJIb30BAHUEM OTEYECTBEHHOIO
IPOrPaMMHOTO 00ECTICUEHUS.
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B pesynbraTe 0CBOCHUS JaHHOW AUCHUILUIMHBI TOCYAAPCTBEHHBIC TPAXKIAHCKUE
ciayxanue uacnekiui u ynpasieHnui ®HC Poccuu coOBEpIIIEHCTBYIOT CBOM 3HAHUSA
Y HABBIKU MO BBIITOJHEHUIO MEPOIIPUATHNA IO KOHTPOJIKO COCTOSHUS 3alIUIIEHHOCTH
00BEKTOB MH(POPMATU3AINH, [TO3BOJISIONINE CIICHUATUCTY MO 3aluTe HHHOpMAaIUH
OpraHU30BaTh  MEPOIPHUATUS MO TEXHUYECKOM 3ammure HuHPOpMaIlu  OT
HECAHKIMOHUPOBAHHOTO JIOCTya H TMPUMEHATH B CBOEH JAEATEIbHOCTU
OTEUECTBEHHOE MPOrpaMMHOE 00ECIICUCHHE JIJISl 3aIUThI HHPOPMAIIUU.

Hean, 3a1aun 1 MecTO Y4eOHOH TUCUMILUIMHBI B POLIecce NMOBbINICHUS
KBaJIMpuKaAUU

[enb yueOHOM AUCIUTUIMHBI - COBEPIICHCTBOBAHUE U (MJIH ) TTOJTyY€HHE HOBBIX
3HaHUW, YMEHMH M HaBBIKOB CIIELMAJIUCTAMU 10 BOINPOCAM KOHTPOJS COCTOSHUS
TEXHUYECKOM 3aIUThl HH()OPMALIUK OT HECAHKLIMOHUPOBAHHOTO JJOCTYIIA.,

3angauu:

[IproGperenue (COBEpIIEHCTBOBAHME) HABBIKOB IPOBEJIEHUS MEPOIPUSATHIA
KOHTPOJISI COCTOSIHUSL TEXHUYECKOM 3aIUThI HH()OPMAIIUH.

[lomyueHne HaBBIKOB pa3paOOTKU JOKYMEHTOB JIOKAaJbHOTO YpPOBHS JUIf
OpraHM3allii ¥ TPOBEACHUS MEPONPUATHN TO KOHTPOIIO COCTOSHHS 3allUThI
uH(popMaIuu Ha OOBEKTE.

[lomyuyeHne NPaKTUYECKUX HABBIKOB HCIIOJIB30BAHHS  OTEUYECTBEHHOTO
IPOrpaMMHOr0 0OecTieueH s 111 MOHUTOPUHTAa 6€30I1aCHOCTH UHPOPMAITUH.

MecTo yueOHOW IUCHUIUIMHBI B CTPYKType MpPOTrpaMMbl IOBBIILICHUS
KBaJTM()UKAITHH.

VYyebHas AUCHUIUIMHA BXOAUT B MPOTPAMMY TOBBIIICHUS KBATH(PUKAIMHA U
OpU €€ U3YYEeHUU HCIONb3YIOTCS 3HaHUS, YMEHUS U HaBbIKH, COPMUPOBAHHBIE B
XO0JIe OCBOCHMS Y4eOHbIX AUCHMIUIMH: «IIpaBoBble M OpraHU3alMOHHBIE OCHOBBI
3amuTbl uHpOpManmu» u «CrnocoObl W CpeAcTBa 3alUThl MHGOPMAIMH C
MCIIOJIb30BaHNEM OTEYECTBEHHOT'O IPOrPAMMHOTO 00ECTICUCHUSD).

JlanHas ydeOHash AMCIMIUIMHA SBJISETCS UTOTOBOM Y4E€OHOM IUCUUILITUHOM
MPOTPaMMBbI TOBHIIIEHUS KBAIN(DUKAIIHH.

ILlnanupyembie pe3yabTaThbl 00y4eHUs

[Ipouiecc ocBoeHusi y4yeOHOW [MCLUUIIMHBI HAMpaBlieH Ha TOJyYeHHE
(bopmupoBaHue) 00YUAIOITUMUCS TAKUX KOMIETEHIINN, KaK:

a) 001enpo¢eCCHOHATBHBIX

CIIOCOOHOCTh HCIIOJIh30BaTh HOPMATHBHBIC MPABOBHIE AKThI, METOAUYECCKUE
JOKYMEHTBI, HAIMOHAJIbHBIE W MEXKIyHApOAHbIC CTaHAapThl B oOmactu 3U
u obecnieueHus 0e30macHOCTH  MH(GOPMAIIMOHHBIX  TEXHOJOTUH B  CBOEH
poheCCHOHAIBHON JISITEIIbHOCTH,

CIIOCOOHOCTh OMpPENeNsIiTh BHABI U (QopMbl WH(MOpPMAIUHU, MOABEPKEHHON
yrpo3aM, BO3MOJKHBIE METOJIbI M IyTH peald3allii Yrpo3 Ha OCHOBE aHaIM3a
CTPYKTYPBI M COJAEpXKaHUS HHPOPMAIMOHHBIX TPOIECCOB OpraHU3aI|H, IIeIeH
M 337124 ACSITeTbHOCTH O0BEKTa 3aIHTHI;
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CIOCOOHOCTh HCIIOJIB30BaTh JTOCTHKEHUS HAYKH M TeXHHKU B oOmactu 3U,
MOJI30BaThCSl pePEpaTUBHBIMU U  CIPABOYHO-UH(DOPMAIMOHHBIMU  W3IAHUSIMU
B oOmactu 3U;

0)npodeccuoHaNbHBIX:

B DKCILTyaTal[MOHHOMN JEeSTEIbHOCTHU:

crocoOHOCTh 0becneunBaTh KOHTPOIb cocTossHust 3U B IC ¢ ucnonb3zoBaHueM
oreuectBeHHOro [1O B xoe sKcrutyaTanuu o0ObeKTOB HHPOPMATU3ALINH;

Ccoco0HOCTh 0becmeunBaTh KOHTPOJIb cocTostHust 3U B VIC ¢ ncnonp3oBanueM
oreuecTBeHHOro [1O npu BbIBO/E U3 3KCIUTyaTallud 0OBEKTOB MH(POPMATH3ALUH.

B pesyaprare OCBOEHHUS MPOTpaMMbl  TOBBIIICHUS  KBaTH(PUKAIUU
oOyuJaronuecs: TOJKHBI TMOJYyYUTh 3HAHMS, YMEHHUS U HaBBIKU, KOTOPHIE MO3BOJIST
COBEpIIICHCTBOBATh M (WMJIM) TMOJYYUTh HOBBIE KOMIIETEHIIMH, HEOOXOAMMBIE WM
JUTS OCYIIECTBIICHHUS CBOEH MpodecCHOHANBHOM 1eATeIbHOCTH.

OcBowuBIIE TPOrPaMMy JOJIKHBI:

a) 3HaTh:

HOpMATHUBHBIE TMpaBoBbie akThl Poccuiickoit denepanuu, HalMOHAIbHBIC
CTaHAapThl, HOPMAaTUBHBIE M METOJUYECKHE JTOKYMEHTHI B OOJACTH TEXHUYECKOU
3aUThl  MHOOpPMAIMU W KOHTPOJISI COCTOSIHUA —3aluThl  HHGOpMAlMKU Ha
3aIUIIAEMOM OOBEKTE;

npaBuia pa3pabOTKH, YTBEPXKIACHHUS, OOOCHOBAaHUS U OTMEHBI JOKYMEHTOB
B o0Osiactu KoHTpoJisa T3U;

IeNH, 33/Ja4d, OCHOBHBIC NPHUHIMIIBI OpPraHMU3aIMHM, METOABl U CPEACTBa
BEJCHHUSI KOHTPOJSI COCTOSIHUS  3alIMIIEHHOCTH HWHQPOpPMAIMK B  OpraHe
rOCyIapCTBEHHOW BJIACTH, OpTaHHU3aIIH;

opsAI0K 0(hOPMIIEHUS] TEXHUYECKON JOKYMEHTAINH 110 3aliTe HH(pOpMAaIIHH.

0) yMeTh:

OCYUIIECTBJISATh  MPOBEPKY  BBIMIOJIHEHHS  TPEOOBAaHMM  HOPMATUBHBIX
JTOKyMEHTOB 1o 3amute uadopmaruu or HCJI;

OCYIIECTBIIATH KOHTPOJIb 3antuiiéaHoctu nadopmaruu or HCJL;

MIPOBOJIUTH PAOOTHI MO KJIACCH(UKAIIMH 3aLTUIIICHHOCTH aBTOMATU3UPOBAHHBIX
(nadopmanmonnbix) cucreM oT HCJ x undopmaruy;

MPUMEHSTh Ha MPAKTUKE TOJIOKEHUS HOPMATHBHBIX JOKYMEHTOB B YacTH
KoHTpost coctostHus T3U ot HC;

B) BJIaJICTh HABBIKAMH:

paboThl ¢  HOPMATHBHBIMM  IPABOBBIMH  aKTaMH, METOJIUYCCKUMH
JOKYMEHTaMH, HallMOHAJIbHBIMH U MEXIYHApOAHBIMU CTaHaapTaMu B obmactu T3U;

pa3paboTKu HEOOXOAMMBIX JTIOKYMEHTOB B HMHTEpecax OpraHu3aluuud padoT
10 KOHTPOJIIO 3amuinéHHoctu uadopmanmu ot HC;

ydacTusi B pa3pabOTKe OpPraHM3AIlMOHHBIX M TEXHUYECKHX MEpOMPHUATUI
no 3amure 00bekToB uH(popmatmzammu ot HCJH k wuHbopMammu, KOHTPOIS
WX BBITIOJTHEHUS;

MPOBEICHUSI padOT MO KOHTPOJIIO 3amuiiieHHocTr napopmarmu ot HCJI.
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Neni/n HaumenoBanue TeM Bun
3aHATUSA

1. | MeTonp! u cpeacTBa KOHTpoJIsI 3anuiéHHoctu nadopmaruu ot HC/ ¢
HCIIOJIB30BaHKeEM oTeuecTBeHHOro I10
2. | MonuTtopuHr nHGOPMAITMOHHONW 0€30MaCHOCTH CPEJICTB U CUCTEM
nH(pOpPMATH3ALUH C UCTIONb30BaHUEM oTedecTBeHHoro 10

OO6muit 00beM BpEeMEHH, OTBOJMMOTO Ha OCBOCHHME yUYE€OHOW IHCIMIUIMHBL,
cocranisieT 8 wacoB (15% ot Bcero o0béMa mporpaMme).

IIpaKTHUKa

IIpaKTHUKa

PE®OEPATUBHOE OIIUCAHUE TEM

1. MeToabl M cpeAcTBAa KOHTPOJIs 3aiuuménHocTy undopmanuu ot HCJA ¢
HCNOJIb30BaHUeM oTedecTBeHHOoro 11O

Heo6xonuMocTh poBeACHUST KOHTPOJS 3alIUIIEHHOCTH WH()OPMAIIMOHHBIX.
Opransl, UMEIOLIME TTPABO MPOBEACHUS KOHTPOJIS 3alIUIIEHHOCTU MH(pOpMAIUU B
MH(})OPMAIIMOHHOW CHUCTEME.

Knaccuduxanuys MeTo 0B KOHTPOJIA 3amuiineHHocTH uapopmaruu ot HCJL u
ux xapakrepuctuka. CkaHepbl 0€30MaCHOCTH U UX Xxapakrtepuctuka. Cpenctsa
aHAJIN3a TMPOrPaMMHBIX KOJOB M MX Xapakrepuctuka. CpencrBa aHTUBUPYCHOU
3aIUThI U UX XapaKTePUCTHKA.

YcTaHOBKA M HACTPOMKA CKaHEpPOB Oe30macHOCTH 1o Linux.

2. Mouutopunr uHGpOPMANUOHHOW 0€30MACHOCTH CpPeICTB M CHCTEM
uHGoOpMaTH3aIUN € UCIIOJIb30BaHNeM oTedyecTBeHHOro IO

Knaccudukanus BumoB koutponsi cocrosuus T3WM or HCJI. Cucrema
JOKYMEHTOB 1o KoHTpoJto cocrosinus T3 ot HC/I.

Bomnpocel, nomexamue nposepke npu KoHTpose cocrossHua 13U ot HCJ
B opranuzauuu. OpraHu3alMOHHbIA U TEXHUYECKUU KOHTPOJb cocTosiHus T3U ot
HC/I.

[IpoBeneHre MOHUTOpPUHIA  3AMMIIEHHOCTH CPEACTB W CUCTEM  C
KCTOJIb30BaHuEeM oTeuecTBeHHOro [10.

IIpakTHyeckue 3aaHus

1. ®opmupoBaHue TepeyHs HaNpaBICHUN MPOBEPKU TMpPU KOHTPOJE
cocrossausi T3U ot HCJI B opranuzanusx.

2. llpakTuueckoe MPUMEHEHHE AHTHBUPYCHBIX CPEJCTB MpU MNPOBEACHUU
KOHTPOJISI 3aIIMIICHHOCTH UHPOPMAIIHH.

3. IlpakTuueckoe npuMEHEHHE METOAUK aTTECTAI[MOHHBIX UCTIBITAHUI.

4. TlomroroBka 3akJIOYEHHUS 1O pe3yibTaTaM aTTecTalud  O00beKTa
nH(pOopMaTH3aIMH 110 TPeOOBaHUAM 0€30MTaCHOCTH HH(POPMAIIHH.

5. Opranuzanusi nNpoBeJeHUsT padOT, BBIMNOJHAEMBIX NPHU OCYLIECTBICHUU
CEepPTU(PUKALIMOHHBIX HCIBITAHUNA Ha COOTBETCTBUE TPEOOBAHMSM IO OE30MACHOCTH
uHboOpMaIMM TPOAYKIUU, MCHOJb3YyeMOM JJId 3allMThl KOH(UIEHIHUATBLHOM
uH(pOopMaIIH.

6. IloaroToBka JOKYMEHTOB AJii OpraHU3AllMM W TPOBEJECHUS aTTECTAlluU
00BEKTOB HH(OpMATU3ALMK Ha COOTBETCTBUE TpPeOOBaHUSIM OE€30MaCHOCTH
uHopMauu.
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7. Vicnonp3oBaHHE CpPEICTB MOHUTOPUHIA 3AlIUIIEHHOCTH HHQPOPMAIIH.
AHanu3 0T4ETOB CPEACTB MOHUTOPHUHTA.

MeToanyeckue peKOMEeHAAUN

3aHATHSA MO JUCLUIUIMHE MPOBOAATCS B (opMe MPaKTUUYECKUX 3aHiATHH. B
pouecce U3ydeHus yaeOHOM TUCIUIUINHBI JIEKIIUHA HE MPEyCMOTPEHO.

IIpn peamu3anMu JUCHUIUIMHBI B paMKax IPOrpaMMbl  ITOBBIIICHHUS
KBAJIM(UKALUY TPUOPUTET OTIHAECTCS MPAKTHUUECKON HAIpPaBIEHHOCTU OOYYEHMS:
MPAaKTUYECKHE AaCHEeKThl IPUMEHEHUs 3aKOHOAATEIbCTBA M  HOPMATHBHBIX
I0KyMeHTOB P®; peanuzamusi TpeOOBaHMN HOPMATUBHBIX JOKYMEHTOB IIpHU
OpraHM3ali KOHTPOJS COCTOSHUS TEXHHWYECKOW 3alluThl KOH(UIECHIIMAIBHOMI
uH(pOpMallMi Ha OOBEKTE 3alIUThl, OCOOCHHOCTH MOATOTOBKU JIOKAJIbHBIX aKTOB,
pErIaMeHTUPYIOIIMX TPOBEACHHUSI KOHTPOJISI COCTOSIHUSI TEXHUYECKOW 3alUThl
KOH(HUIEHIIMAIbHON UH(pOpMAIUH.

Bce 3aHATHMS MO AAaHHOW AMCHUIUIMHE - INPAKTHUYECKHUE, U1 NPOBEACHUS
KOTOPBIX PEKOMEHAYETCS] MPUMEHATh COBPEMEHHBbIE (POPMBI U METOABI OOyuUEHUS,
BKJIFOYAsl AKTUBHBIE U MHTEPAKTUBHBIE.

JUIst IpoBEEHUS NPAKTUYECKUX 3aHATUN MCIHOJIB3YIOTCS aKTUBHBIE METOJIbI
oOyueHus1, CTUMYJUPYIOLIUE TO3HABATENIBbHYIO JEATEIBHOCTD CIIyIIaTeNel, Onupasch
Ha METOAMYECKUE OCHOBBI NEAArOrMYECKON TEXHOIOTUMU «Pa3BUTHE KPUTHUYECKOTO
MBILIJICHUS .

TexXHOJIOrn4ecKy0 OCHOBY COCTaBIIIET 0a30Basi MOJIEb TPEX CTAIUN «BBI3OB
— peanuzanus cmbiciaa (OCMbICIEHHE) — pediiekcust (pa3MbILUIEHUE)», KOTopas
MO3BOJISIET TOMOYb CIYIIATESIM CAMUM ONPEAENATh HEeIH 00yUYeHHs], OCYIIECTBIISTH
AKTUBHBIA MOMCK MH(OPMAIMU U Pa3MBILUITh O TOM, YTO OHM y3Haiu. Ha craauu
BbI30Ba (evocation) B CO3HAaHUU CIIylIaTesed MPOMCXOAUT MPOLECC aKTyaau3aluu
MMEIOLIMXCS 3HAHUW U MPEJICTABICHUM O IpeaMeTe n3ydeHus. [lockonbKy rmpu sTom
COUETAIOTCSl MHAMBUyallbHAs U rpymnnoBas GopMbl pabOThl, y4yacTHE CIIyllaTelel B
oOpa3oBaTeNbHOM IpOLIECCEe AaKTUBU3HMpYETCs, (OpMHUPYETCS MO3HaBaTeNIbHBIM
uHTEpEC. Pe3yapTaTOM JaHHBIX MPOLECCOB SBIISIETCS CAMOCTOSTENBHOE ONPEEICHUE
MU LIeJIH JaJbHEeHIIeH yIeOHOM NesITeIbHOCTH.

Ha cramum  ocmbicienus  (realization)  cimymiatens — BCTymaer B
HETOCPE/ICTBEHHBI KOHTAaKT C HOBOW HMH(pOpMAIHME — HOCHUTEIEM HOBBIX HJICH.
[Tpoucxonut ee cucrtemaruzanus. Cranus pednekcuu (reflection) xapakrepusyercs
TE€M, YTO CIYIIATEeNM 3aKpeIUIIOT HOBbIE 3HAHUS U AaKTUBHO INIEPECTPAUBAIOT
cOOCTBEHHbIE NIPEJICTABIICHUSA C TEM, YTOOBI BKIIOYUThH B HUX HOBBIE OHATHS. TaKuM
o0pa3zoM, MPOUCXOAUT “NPUCBOCHUE” HOBOTO 3HAHUSA M (HOPMHUPOBAHHME HA €rO
OCHOBE CBOETO ApIYMEHTHUPOBAHHOTO MPEICTABICHUs 00 U3yyaeMOM OOBEKTE.

B xoxe paboThl mo Takoil Mojenu oO0ydarouiyuecsl OBJaJeBalOT Pa3IunIHbIMU
crnoco0aMy HMHTErpupoBaHusi MHGOpPMAIMKM, ydarcs BbIpadaThIBaTh COOCTBEHHOE
MHEHHE Ha OCHOBE OCMBICJIEHUS Pa3JIMYHOIO OIbITA, UAEH U IPENCTABICHUI, CTPOUTH
YMO3aKJIFOUECHHSI ¥ JIOTUYECKUE LIETIH JTI0KA3aTENbCTB, BEIPAXKATH CBOM MBICIIN YETKO,
MIOHSATHO JUJISl APYTHUX, YBEPEHHO U KOPPEKTHO MO OTHOIIEHUIO K OKPYKAOLIUM.
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C uenbro onpeneneHus: KauecTBa yCBOCHHSI MaTepraia NpOBOAUTCS IPOBEPKa
3HaHWM CiIymaTesne ¢ MCHOJIb30BAaHUEM COBOKYMHOCTH KOHTPOJBHBIX 3alaHUM U
BOIIPOCOB B BHJI€ TEKYIIETO U UTOTOBOTO KOHTPOJISL.

Texymuii KOHTPOJIb OCYIIECTBISETCS HA 3aHATUSIX B CAMBIX PAa3HOOOPA3HBIX
dopmax — ompoca ciymareled IO U3YYEHHBIM BOMpocaMm, JAHaliora ¢
IpernojaBaresieM BO BpeMsl JICKIIUH, IPOMEKYTOUYHOTO TECTUPOBAHUS, BBIITOJIHEHUS
CIIylIaTeNsIMU MHAUBUAYATbHBIX 3aIaHUM 110 TEMaM U3y4aeMOU TUCHUTIITUHBI.

[Ipy BBHINOTHEHUM MPAKTUYECKUX 3aJaHUM PEKOMEHIYETCS NPHUMEHSTh
JUUEH3HUOHHOE MPOrPaMMHOE 00eCIIeUeHHUE.
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OPTAHUBAIINMOHHO-ITEJAT'OI'MYECKUE YCJIOBUSA

3aHATHS TPOBOAATCS B COOTBETCTBHM C METOJWYECKMMH MaTepualaMu,
pa3paboTaHHBIMU TpenojaBarensiMu  Akaaemud. B comgepxanuu 00yyeHUs
MPUOPUTET OTJACTCS MPAKTUYECKON HAMIPABIEHHOCTH O0YUEHHUS.

[Ipu mnpoBeaeHuH 3aHATHI O00SA3aTE€TBHO YYMTHIBAETCS pacIpeaesieHUe
BPEMEHM Ha JIEKUMOHHBIM MaTepuajl W BBINOJHEHHE IPAKTUYECKUX 3a0aHUN
B COOTBETCTBHH C YTBEP)KICHHBIM y4eOHO-TEeMAaTUYECKUM IIaHOM. [IpakTuyeckue
3aJlaHusl  TMPEANoiaraloT  pa3dop  COOpPHBIX M MPOOJEMHBIX  CUTyalui
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U3 TPAKTUYECKOW paboThl, MOATOTOBKY pPaCIOPSAUTEIHHO-OPTraHU3aI[MOHHBIX
JOKYMEHTOB, pEUIEHHE MPAaKTUYECKUX BONPOCOB U3  MNpOeCCHOHATBHON
JESITENIBHOCTH 00Y4arOIIUMHUCH.

ITpu BbIIOMHEHUM JaOOPATOPHBIX PAOOT OOYYAIOIIMECS CaMOCTOSTEIBHO
BBINOJIHAIOT MPAKTUYECKUE 3aJaHUs [0 YCTAHOBKE M HACTPOMKE MPOrpaMMHBIX
CPEICTB 3alIUThl HHPOPMALIH.

Kaxnaplii  oOywaromuiics Ha Bech IepuoJ  0oO0ydeHHs  oOecrieueH
WHJIUBUyAIbHBIM ~HEOIPAHMUYEHHBIM  JOCTYIIOM K 3JIEKTPOHHBIM  y4€OHBIM
MaTepuagaM, CoIepKaluM BCI0 HEOOXOIUMYIO YUeOHYIO B yueOHO-METOAUYECKYIO
MH(POPMALIMIO M0 HU3y4aeMbIM MOAYISAM. Ha JIEKIIMOHHBIX 3aHATHUSAX M3JIararoTcs
HanOoJiee BAKHBIE M CIIOKHBIE BOIPOCHI, SIBIISIOIIMECS TEOPETUUYECKON OCHOBOM
HOPMAaTUBHBIX NPABOBBIX AKTOB M IPAKTUYECKUX NEUCTBHW. HacTh JNEKIUN MOMKET
M3JIaraThCs NPOOJIEMHBIM METOJIOM C MPHUBJICYEHHEM OOYYAIOLIUXCS NIl pelIeHUs
c(OopMyJIMPOBAHHBIX IIPENOAABaTENEM IPOOIIEM.

Ha mpaktuueckue 3aHATUS M J1a00OpaTOpHBbIE pabOThI BBIHOCATCA BOIPOCHI,
YCBOEHUE KOTOpBIX TpeOyeTcs Ha ypOBHE HaBBIKOB W ymeHuid. [Ipu mpoBeneHuu
NPAKTUUECKUX 3aHATUN OTpabaThIBAIOTCS 3aJaHUs, YUYUTHIBAIOIIME CHEIUPUKY
BBIMOJIHAEMBIX  (YHKIUMOHAJIBHBIX O0OA3aHHOCTEH O0Oy4YaloIUXCs IO CBOEMY
npo¢eCCUOHATFHOMY NpPEJHA3HAYEHHUIO, B TOM YHCJI€ NMPETyCMOTPEHBI 3aJlaHus C
IPOBEJACHUEM JEJIOBbIX UIp (3IMH3010B) U CO3/IaHUEM CHUTYyalUil, MOAEIUPYIOLINX
TUIIOBbIE HapylleHus. B mpoiecce mpakTudyeckoro oOydeHHs 0co00€ BHUMaHUE
yaensercss GOpMUPOBAHUIO U PA3BUTHIO Y OOYyYarOIUXCSl MPAKTUYECKUX YMEHHI,
HAaBBIKOB U KOMIIETEHIIMH.

Jnst mpoBeeHUsT NPAKTUYECKUX 3aHATUM MCIHOJB3YIOTCS METOIMYECKHE
pa3paboOTKH, MO3BOJISIIONIME WHAMBUAYATU3UPOBATh 3aJaHHsl OOydarouuMcs B
3aBUCUMOCTH OT UX JIOJDKHOCTHBIX KaTeropuil. Takue 3aganusi mpeACcTaBiIsItOT cOO0M
npoOJIeMHBIE CUTYallMOHHBbIE BapUaHThI, pa3IUYalOMIMecs MOJAEISIMU OOBEKTOB
uHpoOpMaTU3allMd, U HAOOPOM KOHKPETHBIX JEHCTBHUM, CYIIECTBEHHBIX IS
OTnpefeNnEéHHbIX KaTeropuil 00ydaromuxcsi, 0ObeAMHEHHBIX B COOTBETCTBYIOIIYIO
HNOATPYIIILY.

B xome camoctoarensHOMl paboThl oOydaromiuecss 0OoJsiee  eTaIbHO
paccMaTpUBAaOT BOIIPOCHI, M3Yy4aeMbl€ B XOJE JICKIMOHHBIX 3aHSTHI, TOTOBSTCS
K IIPOBEJICHUIO IPYIIIOBBIX 3aHATHHA U 3aKPEIUISIIOT YMEHUS U HABBIKH, MIOJy4YECHHbIE
npu oTpabOTKe HA MPAKTHUECKUX 3aHATUAX. B nensx Oonee r3pdexTuBHON pabOThI
oOyyJaroniuecs, TOTOBSTCS yueOHbIE M KOHTPOJIbHO-TTPOBEPOYHBIE MATEPUAIIBI.

B xome camocTosiTenbHOM —paboOThl  OOydYarOMIMMCS  MPEAOCTaBIIAETCS
BO3MOXHOCTb MOJIb30BAHMSI MHTEPHET pecypcaMu y4eOHOI0 3aBeJIeHUsI, HA KOTOPbIX
pa3MeIleHbl JJIEKTPOHHBbIE YYEOHHUKH, TMPOOHBIE TECThl, a TaKke QopyMm
JUTSI TIOJTyY€HUS KOHCYJIbTAIMOHHBIX YCIYT OT BEAYUIUX MPENOAaBaTENeH.

JlabopatopHasi 6a3za AkajgeMuu OCHAIllEHA COBPEMEHHBIM O0OpYIOBaHHEM
U CpEACTBAMHU BBIYHMCIUTEIBHON TEXHHUKH, MO3BOJISIIOUIMMHU pPEAIN30BaTh CpPELy
BUPTyaIM3allH, B KOTOPOH MOKET ObITh BBINOJIHEHO OOJBIIMHCTBO MPAKTUYECKUX
3aHATUN U J1a0OpaTOPHBIX PadoOT, /UIA MOJYyYEHUS YMEHHUI M HaBBHIKOB YCTaHOBKH,
HAaCTPOWKHU W KCIIOJNb30BAHUS MPOIPAMMHBIX M IIPOrPaMMHO-TEXHUYECKHX CPEACTB
3amuThl THGOPMAIIHH.
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KoMmneioTepHble Kiacchl 00OpYyIOBaHBl aBTOMATH3UPOBAHHBIMU pPabOdYUMU
MEeCTaMH JUIsl MPOBEJCHUS 3aHATUH MO YYEOHBIM TUCHUIUIMHAM U3 pacdyéTra OJHO
pabouee MECTO Ha OJHOTO OOYyYarollerocsi Mpu MPOBEICHUU 3aHATUNA B JAHHBIX
KJaccax. AKazieMusi UMEeT He0OXOAMMbINA KOMIUIEKT JIMIIEH3UOHHOTO TPOTrPaMMHOTO
oOecrieueHuss U CEPTUDUIMPOBAHHBIX MPOTPAMMHBIX CpPEICTB IO  3allUTe
uHopMarmm.

®opMupoBaHue  NpopecCHOHANBHBIX  KOMIIETEHIIMM  oOecreunBaeTcs
[IUPOKUM HCTIOIH30BAHUEM B Y4EOHOM IPOIIECCE AKTUBHBIX U HHTEPAKTUBHBIX (hOpM
MPOBEJCHUS 3aHATUN (KOMIBIOTEPHBIX CHUMYJSIIMM, JEJIOBBIX Wrp, pazbopa
KOHKPETHBIX CHUTyalluii) B COYETAHUM C BHEAYJUTOPHON pabOTOM C IEJIbI0
(dopMupOBaHUA U pa3BUTHS MPOPECCHOHATHHBIX HABBIKOB 00YUYaOIIUXCSL.

Peanm3amus mporpaMMbl 00ecrieunBaeTCsl KaK IMTATHBIMU MPETOAaBaTEIIMU
CHEIMATM3UPOBAHHBIX Kadenp AKagemMuu, TaKk W PYKOBOISAIIMMU W HAYYHO-
neJaroruueckuMu  paOOTHUKaMHM opraHu3anuii u Benymmx BY3oB, a Takxke
BBICOKOKBAJIM(DUIIMPOBAHHBIMU ~ CIICIUATUCTAMU B 00JIaCTH HMH(POPMAIMOHHOM
O0esomacHoct  Ympamienus ~— DenepanbHoil  caykObl IO TEXHUYECKOMY
U DKCHOPTHOMY KOHTpoito 1o IlpuBomkckoMy ¢enepaabHOMy — OKpyTY,
PUBJICKAEMBIMU K peai3allii MPOTPpaMMbl Ha YCJIOBHSX T'PaKJaHCKO-TIPABOBOTO
J0TOBOpa (KOHTPAKTA).

[Iporpamma mTOBBIIIEHUST KBIM(DHUKAIMKA TPEyCMATPUBAET TPOBEICHUE
3aHATAA B COOTBETCTBHH C IIEJEBBIMA YCTAHOBKAMH MPOTPAMMBI, KOTOpPbBIE
oOecrieunBarOT TpeOyeMbIii ypOBEHb YCBOCHHSI Y4YeOHOrO Marepuaia. 3HaHHS
NpUOOPETAIOTCS B OCHOBHOM IPOBEIEHWEM JICKIMH, NPAKTUYECKUX 3aHSATHI
U CaMOCTOSITEIbHON pabOThl. YMEHHUSI U HABBIKH JOCTUTAIOTCS TMPOBEACHHUEM psija
B3aMMOCBSI3aHHBIX MTPAKTUYECKUX 3aHATUN U TaOOPATOPHBIX PabOT, KOMITBIOTEPHOTO
MOJICTTUPOBAHUS TOCIEACTBUI MPUHUMAEMBIX PEIICHUM, EIOBBIX U POJIEBBIX T,
Pa300pOM KOHKPETHBIX CUTyaIlui, TPEHUHTOB | JIp.

Ha nexunoHHbBIX 3aHATHAX WU3JIaratoTCsl TEOPETUUECKHE OCHOBBI 00eCIeUeHus
6e3zonacHoctn uHGopmaruu. Ha nekmusx, myTeM TIOCTAaHOBKH MPOOJIEMHBIX
BOINPOCOB, COBMECTHBIM HMX OOCYXJIEHHEM M pacCMOTpPEHHEM HauboJee
11eJIECO00Pa3HBIX MyTEH pelIeHus], y 00yJyaroumxcs yriayOositoTCs U 3aKpeIUIIOTCS
3HAHMS, MOJYYEHHbIE MMM B TPOIIECCE CAMOCTOSATEIBHOM pabOThl Hall y4eOHBIM
MarepuasioM. JIEKIIMM W TPAKTUYECKUE 3aHATHUS TPOBOAITCS B aAYJUTOPHSIX,
OCHAIIICHHBIX KOMITBIOTEPOM, MYJIbTUMEINIHHBIM IPOEKTOPOM, SKPAHOM U JOCKOH.

Ha mpaktudeckue 3aHATHS U J1aOopaTOpHBbIE PAaOOTHI BBIHOCSTCS BOIPOCHI,
YCBOGHHE KOTOPBIX TpeOyeTcs Ha ypoBHE HaBBHIKOB W ymeHwid. [Ipu mpoBeneHum
NPaKTHYECKUX 3aHATUH OTpabaThIBAIOTCSA 3aJaHUs, YYUTHIBAIOIINE CHEIUPUKY
BBINIOJIHEHUSA (YHKIMOHAJIBHBIX OO0s3aHHOCTEW OOYyYaroUIMMHUCA TI0 CBOEMY
npoheCCUOHATFHOMY MPEAHA3HAUYCHUIO, B TOM YHCIIE 3aJaHHs C MCIIOIh30BAHHEM
CHELHATM3UPOBAHHOIO TMPOTPAMMHOIO OOECIeUeHUs KOMIbIOTepa ISl 3alllUThl
uHpopmaIuu.

Jiss  mpoBeAeHHWS TMPAKTHYECKUX 3aHATHH ©W  Ja0OpaTOpHBIX  paboT
UCIIONIB3YIOTCSL  ayAUTOPUH, OCHAILEHHBIE HEOOXOAUMBIM  HH(GOPMAIMOHHO-
TEXHUYECKUM OOOPYAOBAHHEM U MPOTPAMMHBIMHU CPEICTBAMH, MO3BOJSIOIIMMHU
MOJIETTUPOBAThH U3y4aeMbI€ MPOLIECCHI MEPCOHATBHO KaXKABIM 00yUYaOLTUMCS.
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B nponecce u3ydenuss yueOHOI MpOrpaMMbl HCIOJB3YIOTCS JIEUCTBYIOIINE
HAallMOHAJIBHBIE CTaHJApPThl, HOPMATUBHBIC IPABOBBIC AKTbl U HHBIE JOKYMEHTHI
B o0nactu T3U, HopMaTuBHbBIE, pyKOBOsIIME U MeToandeckue 1okyMeHThl DCTIK
Poccun, a  Takke  COOTBETCTBYIOIIME  Y4eOHO-METOAMYECKHE  MOCOOUS
U TIPE3CHTALUN.

Jlns oGecrieueHust y4eOHOM, y4eOHO-METOIUYECKOM, HAy4YHOM, CIPaBOYHOM
JUTEPATYpoOi, JOCTyHa K COBPEMEHHBIM MpodeccuOHAIbHBIM 0a3aM JaHHBIX,
CIPaBOYHO-TIPABOBBIM CHCTEMaM U K TioOanbHOW ceTu WHTepHET, uMmeeTcs
oubmmoteka. KaxmoMmy oOydaromeMycsi 00ecrieqnBaeTcsl TOCTY K OMOIHOTEYHOMY
(GoHIy, YKOMIUJIEKTOBAHHOMY MEYATHBIMHU U 3JCKTPOHHBIMU M3JAaHUSIMU OCHOBHOMU
yueOHOM NuTepaTypbl, U3aHHBIMH 3a mocienanue 10 jer, u3 pacuéra HEe MeHee
OJIHOTO AK3eMIUIsIpa Ha 4-5 oOyyarommxcsl.

®OPMbBI ATTECTAIIUU

OneHka kayecTBa OCBOEHHs MNPOrpaMMbl BKJIKOYAET BXOJHOM, TEKyLIUI
WA IPOMEXKYTOUHBIN KOHTPOJIb, a TAK)KE UTOIOBYIO aTTECTALIUIO 00YYarOIIUXCS.

BX0o/1HOHM KOHTpOJIb TOJIKEH OXBAThIBATh BCEX OOYYAIOIIMXCS U MPOBOAUTCS
B (opmMe TECTHpOBaHUS U MOCIEIYIOMIET0 COOeceoBaHus C BEAYLIUMHU
IpernojaBaressiMu yueOHoro 3aBefieHMs. Llenpio sBisieTcs ompeneseHUe YpPOBHS
3HaHUU O0O0ydYaromMxcsi JUIsl KOPPEKTUPOBKM M ajanTalvyd y4eOHOro mnpoluecca
0]l KOHKPETHBIE MOTPEOHOCTH 00YUAIOUINXCS, C YIETOM YPOBHS OCBOEHUS yUeOHOTO
Marepuana, i3y4eHHOr0 UMHU paHee B paMKax MoJy4yeHus 0a30Boro 00pa3oBaHus WU
Ha Kypcax MOBBIIIEHHS KBATU(DUKAUY.

Tekymuid KOHTPOJb WM NPOMEXKYTOYHBIM KOHTPOJb MPEANOJIAracTcs
MpoBOIUTh B (opme 3a4€TOB MO OTIACIbHBIM pazfenamM M TeMaM Yy4eOHOH
nporpammel. JIns mpoBeAeHUsT MPOMEKYTOUYHOIO KOHTPOJS pa3padaTbiBarOTCs
TECTOBBIE 3aJ]JaHUs1, BKIIOYAIOIME BOMPOCHI 0 HAMOO0JIee aKTyalbHbIM MaTepHUaliaMm,
u3ydyaeMbIM oOydarommmucs. OO1iee KOJINYECTBO BOMPOCOB B TECTaX HE JIOJKHO
[PEBBIIIATH JBALIATH.

KoHkpeTHbIe (bopMbI U IPOLETYPHI BXOJHOTO, TEKYILETro
U MIPOMEXKYTOYHOI'O KOHTPOJIS 3HAHUU 0 KaXKIOMY pasleiay W OTAEJIbHBIM TEMaM
pa3pabaThIBalOTCS  y4eOHBIM  3aBEJEHHEM  CaMOCTOSITEIbHO U JIOBOJATCSA
710 CBEJICHHSI O0YUaIOIIUXCS.

Htorosas aTTectanus o0y4aronuxcs npeaycMaTpruBaeT NPOBEICHUE SK3aMeHa
B (hopMe TeCTUPOBAHUS.

ITopsanok 1mpoBeneHuss UTOroBOM arrectauuu onpeneneH [lonoxenuem
00 UTOTOBOM aTTeCTAIH, YTBEPKACHHBIM PEKTOPOM AKaJAEMUH.

IlepeueHb  BOIPOCOB, MCIHOJB3YEMBIX [JII  TNPOBENECHUS  SK3aMEHa,
dbopmMHpyeTCcss Ha OCHOBE MEPEUHsI OCHOBHBIX BOITPOCOB (TECTOB), COCTABISEMBIX IS
KOHTPOJISl 3HAaHUN OOydYarouuxcsi, IpU MPOBEAECHUU MPOMEXKYTOUHOIO KOHTPOJIS
3HaHUA 1O Y4E€OHBIM JUCIHHUIUIMHAM (MOIYJSIM), MPEACTABIECHHBIX B paboueit
porpaMMe MOBBIIICHHS KBATH(PUKAIIH.



31
OLHEHOYHBIE MATEPHUAJIbBI

IlepeyeHb BONPOCOB, BBIHOCHMBIX HA IK3aMeH

[lepeyeHb OCHOBHBIX BOIPOCOB, BBIHOCHUMBIX [IJI1 KOHTPOJIS 3HAHMUIA,
oOy4Jaronuxcsi Mo uToraM U3y4eHus: yueOHOro Kypca:

1. OcHoBHbIC TepMUHBI U onipenesienns B oonactu T3U. enu u 3amaun T3U.

2. Ilonstme  3ammmaemMoro  oObeKTa  MH(OpMATH3aLMHU.  DTarlbl
kiaccudukanum o0beKTOB HHPpopMaTu3aui. HopMaTuBHbIE JOKYMEHTHI.

3. Bumpr  00bekTOB  mMHGOpMATH3aIMW:  KpaTKas  XapaKTEepPUCTHKA.
HopMaTtuBHbIE TOKYMEHTHI.

4. Cucrema 10KyMeHTOB B obsactu T3U.

5. Cucrema cranaaptoB B odnactu T3U.

6. OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B 00JACTH 3aIIUTHI HH(DOPMALIHH.

7. OCHOBHBIE MEpOMPHUATHUS, TPOBOAUMBIC [JIsI OOECIEUEHHUs 3allUThI
UHpOpMaIuK, cofepKalleicss B TOCy1apCTBEHHON NHPOPMAIIMOHHOM cucTeMe

8. TpeboBaHus MEXIyHApOJIHBIX CTAHAAPTOB IO 3alllUTe HHGMOpPMALUU
ot HCJI.

9. Craauu u 3Tanbl CO3IaHUS CUCTEMBI 3aIUThl HHPOPMAIIHH.

10. T'ocynapcTBeHHbIE HHPOPMAIIMOHHBIE CUCTEMBI.

11. TlonsTe u oOmias kiaccudukamnus yrpo3 6e3omacHoCcTd HMHGOpPMAIINH,
cBsizanHbIX ¢ HC/I.

12. MeTo/ibI BBISIBIICHUS M aHATN3a YIrpo3 0€30MacHOCTH HH(POPMAIIHH.

13. MeTonbl  BBIABIGHHS ¥ aHalu3a  ySI3BUMOCTEH  MPOTPaMMHOTO
o0OecreyeHus, HCIOIAb3YEMOTO B aBTOMATU3UPOBAHHBIX (MH(DOPMALIMOHHBIX)
CHUCTEeMaXx.

14. O6ecneuenue 3ammtel uHPopMauuu ot HCJ[ B Xxome skcrmyaranuu
aTTECTOBAaHHOW MHPOPMALIMOHHON CHCTEMBI.

15. Ob6ecnieuenue 3amuthl uHbopmamuu ot HCJ[ npu BeBome wu3
HKCIUTyaTallil aTTECTOBAHHOM WMH(OPMALMOHHONW CHCTEMBbl WM TOCTE MPUHATHS
perieHus: 00 OKOHYaHUH 00padOTKK WH(MOPMAITUH.

16. TpeboBanusi k Mepam 3amutbl uHGopmaruu ot HCJI, peanuzyembim B
uH(popMaImoHHou cucteMe. Mepsol 3amuThl nHpopManuu ot HC/I.

17. Cpencrna 3ammutsl nHdopmaruu ot HCJI.

18. Knaccudukarmus BugoB koHTposst coctosiaust T3U ot HCJI.

19. Cucrema nokymeHTOB 110 KOoHTpoJto coctostuust T3 ot HC/I.

20. Knaccudukanus MeTOJ0B KOHTPOJIS 3allMIIEHHOCTH HH(OpMaluud OT
HCJI n ux xapaktepucTuka.

21. Ckanepbl 6€30aCHOCTH U UX XapaKTEPUCTHUKA.

22. CpencrtBa aHajan3a MPOrpaMMHBIX KOJIOB U UX XapaktepucTtuka. Cpenctpa
AHTUBUPYCHOM 3aITUTHI M KX XapaKTEPUCTHKA.

23. MeTopl 3amuThl HHQOPMAIIMK Ha YPOBHE YIIpaBieHUs 0a3aMu JaHHBIX B
OC Linux: oT cy4aifHBIX yIpo3 U OT MPeIHAMEPEHHBIX yTPO3.

24. 3ammTa uHpopMai B 0a3e JAaHHBIX C TOMOIIBIO OMpEENICHUs MpaB U
npuBmieruii moipzoateneit B OC Linux.

25. IloHATHE ¥ OCHOBHBIE BUABI BPEIOHOCHBIX IPOrPaMM.
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26. KoMIploTepHBIE BUPYCHI: OMNpenesieHue, KiacCUu(UKaIus, OCHOBHBIC
byHKIUU (BO3ICUCTBUSA).

27. Metonsl u cpenctia BoisiBiacHHS B OC LINUX KOMIBIOTEPHBIX BUPYCOB U
3aIlIUTHI OT HUX.

28. CriocoObl U CpeICTBA 3aIUTHI OT BPEJOHOCHBIX MPOTPaAMM.

29. OcHOBHBIE CTIOCOOBI U CpeACTBa oOecTieueHus: 0e301acHOCTH HH(popMaITu
IPU MEXKCETEBOM B3aUMOJICHCTBUU: KpaTKasi XapaKTePUCTHKA.

30. Ilonsatue naeHTuUKauY, ayTeHTU(GUKALNN, aBTOPU3ALUU. YTIPABICHHUE
JOCTYTIOM K pecypcaM CETE€BOIl CHCTEMBI.

31. IlonATHE MEXCETEBOTO HKPAHUPOBAHMS, THUIIBI MEKCETEBBIX HKPAHOB
(MD). IIpumepst 1 ocHOBHBIE (PyHKITMH coBpeMeHHbIX MO o Linux.

32. Ha3znaueHue v MpUHIUIIBI pabOThI cUCTeM oOHapykeHwus BropxkeHui (IDS)
nox Linux.

IIpumepsl TECTOBBIX BOIPOCOB

1. Yro siBasieTcsi 6a30BbIMHU CBOMCTBAMU Oe30nacHOCTH UHHpopMmanuu?

be3onacHOCTh, aKTyaJIbHOCTh, OO BEKTUBHOCTD

CeKpeTHOCTb, 3aIUIIEHHOCTb, OBICTPOACICTBIE
KonpuaeHunanbHOCTh, 11€I0OCTHOCTD, TOCTYITHOCTD
KonpuaenunanbHOCTh, HENPUKOCHOBEHHOCTb, 3AIIUIEHHOCTD

2. Kakoe cBoiicTBO 0e3omacHocTH HMHpOpPMANUM  O3HAyYaeT eé
HEU3MEHHOCTD B YCJIOBHSIX CJOYYAHWHOT0 UJIM MPeTHAMEPEHHOT0 UCKAKEeHUA ?

KonduaeHunaibHOCTh
LlenocTHOCTH
AKTyaJIbHOCTh
JloctynHOCTB

3. CoOBOKYNHOCTb OPraHOB W (MJIM) UCIOJHUTEJIEl, HCMOJIb3yeMoii MM
TEeXHUKH 3alIUThl MHPOPMALUH, 2 TAKXKe 00bEKTOB 3aIUUThI HHpopManmu,
OpPraHM3oBaHHasi ¥ (YHKIUOHUPYOIIAs MO NPaBWIaM HW HOpPMaMm,
YCTAHOBJICHHBIM COOTBETCTBYIOIIMMH [JOKYMEHTAMHM B 00JIACTH 3alIMThI
uHpopmanuu B coorBercTBru ¢ 'OCT P 50922-2006 310

CTpyKTypa 3amuThl HHGOPMAIHH
[Tonmutuka 6e3omacHocTH HHPOPMAITUN
Cucrema 3amuTbl ”HGOPMAITHH
TexHuka 3amuThl HHPOPMAITHH

4. Kak Ha3bIBaeTcsi COCTOsIHME MH(poOpManuu, NP KOTOPOM CyObeKThl,
HMeIHe TNpaBa J0CTyna K  Heil, MOIyT peajlu30oBbIBaThb  HX
OecnpensiTCTBEHHO?
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JlocTynmHOCTB

KondunenumnanbHOCTh

AKTYyalIlbHOCTb

LlenocTHOCTH

5. Kakoe cBoiicTBO 0e30nacHocTH MH(OPMAUM 03HAYAET 00513aTeJIbHOE

TpedoOBaHMe K JINILY, OJY4YHBIIEMY J0CTYNl K MH(OpPMaNUH, He MlepelaBaTh ee
TPeTHUM JHIaM 0e3 corsiacus odJaaaresis 3Toil uHpopmanuu?

AKTYallbHOCTh
LlenocTHOCTH
KoudunennmmanbHOCTH
JlocTynmHOCTB

6. CoriacHo 3akoHoaaTejJbcTBY P® uHdopmanusi B 3aBUCMMOCTH OT
KaTeropuu A0CTyIa K Hell moapasje/isiercd Ha:

HEKOH(HICHIIMATIbHYIO U KOH(DHUICHIHATIbHYIO UH()OPMAIUIO
CEKPETHYIO U HECEKPETHYIO UH(OPMAIUIO

0O0I11IeTOCTYTHYIO U MH(POPMAITUIO OTPAaHUYEHHOTO JOCTYTa
pPEYEBYIO ¥ BUAOBYIO HH(POPMALINIO

7. Kaxkue u3 npeacraBiaeHHbIX cpeacTB HE siBjsiloTcsi BpeaoHOCHBIMM
nporpaMMamMu

TPOSIHCKHE KOHU
CETEBbIE YEPBU
KOMIIBIOTEPHBIE BUPYChI
TPaHCISATOPBI

JlumaM, yCHEIIHO OCBOMBIIMM JIOMIOJIHUTENBHYIO TMPOheCcCHOHATBHYIO
MporpaMMy TOBBIIICHUS KBATU(PUKAIIMK U TPOIICIIIAM HTOTOBYIO aTTECTAIUIO,
BBIJIAETCS YOCTOBEPEHUE O MOBBIMICHUN KBAIM(UKAIIMKA YCTAHOBIICHHOTO 00pasiia.

[IpopekTop no yueOHo# paboTe N.B. KoxxanoBa




		2024-04-02T11:40:47+0300




